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Executive Summary 

WeldWise is an Industrial IoT-based monitoring and analytics solution developed within the DanubeDNA project, 

an international initiative supporting the digital transformation of SMEs across the Danube Region through the 

adoption of Industry 4.0 technologies, cross-border knowledge transfer, and practical pilot implementations. 

The WeldWise solution was developed with the ICT Cluster acting as the responsible project partner and 

beneficiary of the joint solution, while the technical development and system integration activities were carried out 

by COMICON Ltd., Bulgaria, as an external technical expert specialised in industrial automation and Industrial IoT 

systems. The primary objective of WeldWise is to provide SMEs with a practical, cost-effective, and non-invasive 

Industrial IoT monitoring platform that improves production visibility, operational monitoring, and energy 

efficiency. Initially developed for spot-welding production systems, the solution was also validated in additional 

industrial applications including laser cutting systems, industrial compressors, and powder-coating installations. 

The platform combines production monitoring, electrical energy measurement, KPI calculation, historical data 

archiving, and real-time visualisation through an on-premises edge-computing architecture based on commercially 

available Industrial IoT hardware and open-source software technologies, including Shelly devices, MQTT, Node-

RED, and Domoticz. Pilot implementations demonstrated reduced manual reporting activities, improved 

operational transparency, enhanced production and energy monitoring, and better access to historical operational 

data for both management and operational personnel.  

This document provides a technical overview of the WeldWise platform, including its architecture, hardware and 

software components, deployment approach, user functionalities, integration capabilities, and conclusions from 

the pilot implementations.  
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1. Introduction 

1.1. Background 

WeldWise is an industrial monitoring and analytics solution developed to support the digital 

transformation of small and medium-sized manufacturing enterprises (SMEs) operating in the 

Industry 4.0 environment. The solution was developed within the framework of the DanubeDNA 

initiative, which promotes cross-border innovation, digitalisation, and operational efficiency 

across the Danube Region. 

The system is specifically designed for manufacturing environments that use spot welding 

machines and similar industrial equipment with repetitive production cycles and significant 

electrical energy consumption. 

In many SMEs, production monitoring and energy tracking are still performed manually or are 

not measured at all. Spot welding operators typically perform several thousand welds per shift, 

while production quantities are often recorded with mechanical counters and handwritten logs. 

At the same time, detailed information about machine-level energy consumption is usually 

unavailable. 

This lack of real-time operational visibility limits: 

• production transparency,  

• energy efficiency analysis,  

• productivity optimisation,  

• operational reporting,  

• and data-driven decision-making.  

WeldWise addresses these challenges by introducing automated monitoring, centralised data 

collection, and real-time visualisation of production and energy parameters without requiring 

major modifications to existing manufacturing equipment. 

The solution enables enterprises to monitor production output in real time, measure electrical 

energy consumption per machine, and calculate energy consumption per produced unit. This 

insight supports the detection of operational anomalies, enables the archiving of historical 

production and energy data, and improves overall transparency of the production process.  

The system is designed as a lightweight and cost-effective retrofit solution that can be 

integrated into existing industrial environments with minimal installation effort. 

https://interreg-danube.eu/projects/danube-dna/
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Fig. 1 WeldWise at EDE-16 

1.2. Project Partner, Technical Provider and Pilot Sites 

The WeldWise solution was developed within the DanubeDNA project, with ICT Cluster acting as 

the responsible project partner and beneficiary of the joint solution. 

ICT Cluster supports the digital transformation of SMEs by promoting technology transfer, cross-

sector collaboration, and the adoption of practical Industry 4.0 solutions. Within the 

DanubeDNA project, ICT Cluster contributes to the development and validation of digital 

solutions that can be transferred and replicated across SMEs in the Danube Region. 

The technical development and system integration of WeldWise were carried out by COMICON 

Ltd., acting as an external technical expert. COMICON is an SME based in Sofia, Bulgaria, 

specialised in industrial automation, wireless communication systems, energy monitoring, 

wireless sensor networks, and industrial IoT solutions. 

The solution was piloted in a real industrial environment at MDC - Mechanical Design and 

Constructions Ltd., Sofia, Bulgaria. The pilot implementation covered selected production 

installations and demonstrated the applicability of WeldWise for monitoring electricity 

consumption, production cycles, and machine-level operational performance. 

The solution was also tested and validated at EDE-16 Ltd. in Ardino, Bulgaria, where it was 

applied to spot welding machines. The testing confirmed the practical value of real-time 

production monitoring, machine-level energy tracking, operator productivity visualisation, and 

abnormal operation detection. 

https://interreg-danube.eu/projects/danube-dna/
http://www.ictcluster.bg/
http://www.ictcluster.bg/
https://interreg-danube.eu/projects/danube-dna/
http://www.ictcluster.bg/
https://comicon.bg/en/
https://comicon.bg/en/
https://comicon.bg/en/
http://mdc-bg.com/
http://mdc-bg.com/
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Together, these implementations demonstrated that WeldWise can be deployed as a practical, 

low-cost retrofit solution for SMEs seeking improved production transparency, energy efficiency, 

and data-driven operational control. 

2. Technical Specification of the Solution  

2.1. Solution Overview 

WeldWise is an on-premises industrial monitoring and analytics solution designed for 

manufacturing environments that use spot-welding machines and similar industrial equipment. 

The system combines the following functionalities, outlined in Fig. 1 below: 

 

Fig. 2 WeldWise Functionalities 

The solution is implemented using a modular Industrial IoT architecture that leverages MQTT 

communication, edge data processing, and web-based visualisation technologies, enabling 

SMEs to introduce Industry 4.0 monitoring capabilities without requiring major modifications to 

existing production equipment or PLC systems.  

2.2. Hardware Architecture 

The WeldWise hardware architecture consists of the following main components: 

1. Machine-level measuring units;  

2. Enterprise-level energy monitoring equipment;  

3. Local edge server (single-board computer);  

4. Local operator visualisation monitor;  

5. Industrial communication infrastructure.  

The system is designed for non-invasive installation and rapid deployment in existing industrial 

environments. 
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Fig. 3 Some of the Main Hardware Components of WeldWise 

2.2.1. Machine-Level Measuring Unit 

Each monitored production machine is equipped with a dedicated measuring unit installed in a 

compact industrial enclosure. 

The measuring unit typically includes: 

Component Function 

Shelly Pro series three-phase energy meter Measures machine electrical consumption 

Split-core current transformers (CT clamps) Non-invasive current measurement 

Digital input/counter module - Shelly Counts production events 

Signal interface module Filters and converts pedal signals 

DIN-rail power supply Provides low-voltage DC power 

Protection components Electrical protection and isolation 

Industrial enclosure Mechanical and electrical housing 

 

The measuring unit is connected to the spot-welding machine using a minimal number of 

electrical connections, allowing installation without major modifications to the existing machine 

control cabinet. 
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2.2.2. Production Counting Mechanism 

Production counting is based on welding pedal activation events. 

When the operator activates the welding pedal: 

 

Fig. 4 Signal Flow and MQTT Event Transmission During Welding Pedal Activation 

The implementation uses only two signal wires connected to the machine control circuitry, 

minimising installation complexity and reducing interference with existing production 

equipment. 

Under standard operating conditions, one pedal activation corresponds to one production 

event.  

2.2.3. Electrical Energy Monitoring 

Machine-level electrical energy consumption is measured using three-phase energy meters 

combined with split-core current transformers. 

The current transformers are mounted directly on the machine power supply conductors 

without disconnecting or modifying the existing wiring infrastructure. 

Measured parameters include: 

• current,  

• voltage,  

• active power,  

• total active energy consumption.  

In addition to machine-level monitoring, a separate enterprise-level three-phase energy meter 

is installed in the main electrical switchboard to monitor total facility electricity consumption. 

A signal is generated 
by the machine 
control circuit

The signal is 
transmitted to the 
interface module

The interface module 
performs signal 

filtering and 
conditioning

The processed signal 
is transmitted to the 
digital counter input
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This architecture enables: 

• machine-level energy analysis,  

• production-to-energy correlation,  

• and facility-wide energy visibility.  

 

2.2.4. Edge Server Infrastructure 

The WeldWise platform runs on a local edge-computing server powered by a single-board 

computer. The implementation is based on Raspberry Pi hardware running a Linux-based 

operating system (Raspbian) in a fanless industrial enclosure.  

The local server performs the following functions: 

• MQTT broker hosting,  

• data processing,  

• KPI calculation,  

• dashboard hosting,  

• historical data storage,  

• and local web server operation.  

The edge architecture enables fully local system operation without dependence on external 

cloud infrastructure. 

 

Fig. 5 Single Board Computer (Raspberry) is Used for a Server 

2.2.5. Communication Infrastructure 

Communication between measuring devices and the local server is performed using: 

• Ethernet communication (recommended),  

• or Wi-Fi connectivity where wired infrastructure is not available.  
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The system uses MQTT as the primary communication protocol for real-time event transmission 

and telemetry exchange. 

The MQTT layer enables: 

• lightweight communication,  

• modular system scalability,  

• decoupled architecture,  

• and easy integration with external systems.  

Observed MQTT structures include: 

• machine telemetry topics,  

• energy monitoring topics,  

• production event topics,  

• and system status topics.  

2.2.6. Local Visualisation Infrastructure 

A dedicated monitor connected to the local server provides real-time operational visibility for 

machine operators and production personnel. 

The operator dashboard displays: 

• machine operational status,  

• production counts,  

• energy consumption indicators,  

• productivity metrics,  

• and operational alerts.  

The visualisation interface is designed for continuous monitoring in industrial production 

environments. 



 

 

 
   

 

 

12 / 42 

 

 

Fig. 6  Monitor with Dashboard for Machine Operators 

 

2.2.7. Deployment Characteristics 

The WeldWise hardware architecture was specifically designed for fast deployment, minimal 

machine intervention, low installation complexity and cost-effective implementation in SMEs.  

The solution does not require PLC replacement, machine rewiring, cloud infrastructure, or 

major production interruptions during installation.  

The modular architecture also allows adaptation to additional industrial applications beyond 

spot welding, including compressor monitoring, laser cutting systems, industrial ovens, 

assembly operations, and general industrial energy monitoring. 

2.3. Software Platform 

The WeldWise software platform provides: 

• real-time industrial monitoring,  

• data acquisition,  

• KPI calculation,  

• historical data archiving,  

• visualization,  

• reporting,  

• and operational analytics.  
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The software architecture is based on modular open-source Industrial IoT technologies and is 

designed for deployment in SME manufacturing environments with minimal infrastructure 

requirements. 

The platform integrates: 

• MQTT-based device communication,  

• edge data processing,  

• real-time dashboards,  

• historical analytics,  

• and web-based Human-Machine Interface (HMI) functionalities.  

The software environment operates entirely on-premises using a local edge-computing server 

installed at the enterprise. 

2.3.1. Software Architecture 

The WeldWise software stack consists of the following logical layers: 

Layer Technology Purpose 

Device communication MQTT / Mosquitto Real-time telemetry 

transport 

Data processing Node-RED Logic processing and KPI 

calculation 

Visualization & HMI Domoticz Dashboards, history, 

reporting 

Local database SQLite Historical data storage 

Edge infrastructure Raspberry Pi OS / Linux Local system operation 

 

The modular architecture allows the system to be extended and adapted to additional industrial 

processes and monitoring scenarios. 

2.3.2. MQTT Communication Layer 

The WeldWise system uses MQTT as the primary communication protocol between measuring 

devices and the local server infrastructure. 
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The MQTT layer is implemented using the Mosquitto MQTT Broker and provides lightweight 

machine-to-server communication, real-time telemetry exchange, event-driven architecture, 

and scalable integration between software components.  

The measuring devices publish production events, energy measurements, machine status 

information, and system telemetry data to dedicated MQTT topics. 

The MQTT architecture enables decoupled communication between field devices, processing 

logic, dashboards, and external integration systems.  

2.3.3. Data Processing Layer 

The data processing layer is implemented using Node-RED running on the Node.js platform. 

Node-RED acts as the central logic engine, the telemetry processing layer, and the integration 

interface between MQTT devices and the HMI platform.  

The system uses flow-based programming for: 

• MQTT data ingestion,  

• JSON parsing,  

• event processing,  

• KPI calculations,  

• shift-based logic,  

• alarm generation,  

• and dashboard synchronisation.  

Custom logic and processing functions are implemented using JavaScript. 

The Node-RED layer is also responsible for: 

• calculating production metrics,  

• correlating production and energy data,  

• detecting abnormal operating conditions,  

• and generating derived operational parameters.  

2.3.4. Human-Machine Interface  

The WeldWise HMI is implemented using Domoticz and provides web-based visualisation, 

historical analysis, and operational reporting. 

The HMI is primarily intended for enterprise management, production supervisors, and 

operational monitoring personnel.  
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The management interface provides visualisation and reporting for: 

• produced parts,  

• machine-level energy consumption,  

• enterprise-level energy consumption,  

• energy consumption trends,  

• average energy consumption per produced unit,  

• machine operational status,  

• and operational alarms.  

All KPIs are organised by production shift, daily totals, and cumulative historical values.  

The HMI also supports historical trend visualisation, graph generation, export of archived data, 

and operational analytics.  

2.3.5. Operator Dashboard 

A dedicated operator dashboard is implemented using Node-RED Dashboard components and 

displayed on a monitor located in the production area. 

The dashboard provides real-time operational visibility for machine operators and production 

personnel. 

Displayed parameters include production counts, machine operating status, energy 

consumption per produced unit, production activity during the current shift, and productivity 

indicators for multiple machines simultaneously.  

The dashboard is designed to support production transparency, operator awareness, and real-

time monitoring of production performance.  
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Fig. 7 Dashboard, displayed on a monitor 

2.3.6. Historical Data Storage and Reporting 

Historical operational data is archived locally using the SQLite database integrated with 

Domoticz. 

Stored data includes: 

• production counters,  

• energy measurements,  

• calculated KPIs,  

• machine operating states,  

• alarms,  

• and historical trends.  

The system supports: 

• graphical historical visualisation,  

• CSV/XLS export,  

• trend analysis,  

• and comparative reporting.  

Automatic backup procedures can also be configured. 
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2.3.7. KPI and Analytics Functions 

The WeldWise platform calculates and visualises operational KPIs including: 

KPI Description 

Produced parts Shift, daily, and cumulative production 

Energy consumption Machine-level and enterprise-level energy usage 

Energy per produced unit Production efficiency indicator 

Rolling production count Production during recent intervals 

Machine operating status Active/inactive operational state 

Incorrect operation alarms Detection of abnormal machine usage 

 

The collected data enables production efficiency analysis, energy optimization, operator 

productivity monitoring, and correlation analysis between production activity and electrical 

energy consumption. 

2.4. System Architecture Overview 

The WeldWise system uses a layered Industrial IoT architecture connecting machine-level 

measuring units, edge data processing, historical storage, and visualization services. 

The general architecture includes: 

• machine-level measurement devices,  

• MQTT communication infrastructure,  

• Node-RED processing services,  

• Domoticz visualization services,  

• local database storage,  

• and operator/management dashboards.  

The architecture is designed for fully local operation within the enterprise network 

infrastructure. 
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Fig. 8 WeldWise System Architecture Overview 

The technology stack can be summarised as follows: 
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Category Technology 

Industrial energy monitoring Shelly Pro 3EM / Shelly Pro 3EM-63 

Production event counting Shelly Plus i4 

Edge computing platform Raspberry Pi-class single-board computer 

Operating system Raspberry Pi OS / Linux (Raspbian-based) 

Device communication MQTT 

MQTT broker Mosquitto MQTT 

Data processing engine Node-RED 

Programming language JavaScript 

Runtime environment Node.js 

Visualization & HMI Domoticz 

Local database SQLite 

Operator dashboard Node-RED Dashboard 

Web technologies HTML, CSS, JavaScript 

Integration interfaces MQTT, HTTP, JSON API 

 

The measuring devices support firmware configuration, remote parameter adjustment, and 

functional extensions through their integrated web interfaces.  

The WeldWise solution is deployed entirely on-premises using a local edge-computing server 

installed within the enterprise infrastructure. The platform operates without mandatory cloud 

connectivity and can function independently inside the local industrial network. 

Remote access can be enabled through: 

• VPN connectivity,  

• secured network routing,  

• or controlled port forwarding configurations. 
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3. Installation and Setup 

3.1. System Prerequisites 

The WeldWise system requires a dedicated local industrial network infrastructure for 

communication between measuring devices, the edge server, and visualisation services. 

The system supports both: 

• wired Ethernet communication (recommended),  

• and wireless Wi-Fi communication where cabling is not practical.  

The table below summarises the supported communication interfaces of the main system 

components. 

 

Device Ethernet Wi-Fi 

Single-board computer server Recommended Supported, but not recommended 

Energy meters Recommended Supported 

Production counters / input modules Not supported Supported 

 

A stable local network connection is required to ensure reliable real-time data acquisition and 

synchronization. 

For remote access to the system, one of the following approaches is recommended: 

• VPN-secured remote access;  

• secured port forwarding;  

• or enterprise firewall configuration according to the organisation’s cybersecurity 

policies.  

3.2. Installation Procedure 

The implementation of the WeldWise system is performed in several sequential phases. 

3.2.1. Hardware Specification and Preparation 

The required hardware components are specified according to the target industrial 

environment, including: 
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• measuring units,  

• energy meters,  

• current transformers,  

• edge server hardware,  

• networking equipment,  

• and visualisation components.  

3.2.2. Network Infrastructure Preparation 

A dedicated local communication network is configured for the WeldWise system. This phase 

includes preparing Ethernet infrastructure, configuring Wi-Fi where required, assigning static IP 

addresses, and configuring communication parameters.  

3.2.3. Device Configuration 

The measuring devices are configured and tested prior to deployment. This phase may include 

firmware updates, parameter configuration, communication setup, and functional testing.  

3.2.4. Software Configuration 

The software environment is configured on the local edge server, including: 

• MQTT broker configuration;  

• Node-RED processing flows;  

• dashboard configuration;  

• Domoticz visualisation setup;  

• KPI calculation logic;  

• and historical data storage configuration.  

Initial validation is typically performed in laboratory conditions before on-site deployment. 

3.2.5. On-Site Installation 

The hardware components are installed within the industrial environment, including: 

• installation of measuring units;  

• installation of current transformers;  

• installation of enterprise energy meters;  

• network connectivity;  

• and local operator visualisation infrastructure.  

The system is designed for non-invasive installation with minimal modifications to the existing 

production equipment. 
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3.2.6. System Commissioning 

After installation, the complete system is tested and commissioned. This phase includes: 

communication verification, telemetry validation, dashboard verification, KPI validation and 

operational testing.  

3.2.7. User Training 

Operational personnel and management staff are trained to use dashboards, reporting 

functionalities, visualization tools, and basic operational procedures.  

3.3. Configuration and Operational Guidelines 

The initial configuration and deployment of the WeldWise system should be performed only by 

authorised technical personnel or the solution provider. Unauthorised modification of device 

configurations, MQTT settings, Node-RED flows, network parameters, or database settings may 

result in communication failures, incorrect KPI calculations, data inconsistency, or partial system 

malfunction.  

It is recommended that all configuration changes be documented and performed in accordance 

with controlled maintenance procedures. 

4. User Guide 

4.1. Logging In & User Authentication 

Users access the WeldWise system through a web browser by entering the server IP address 

and configured communication port. Authentication is performed using a username and 

password. 

 

Fig. 9 Domoticz User Authentication 
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4.2. Core Functionalities (Step-by-Step) 

A navigation bar appears in the main menu (top bar) with the following sections: Dashboard, 

Switches, Utility, Profile. 

 

Fig. 10 Navigation Bar 

The Utility section shows the visualisation of parameters related to the energy consumption and 

production measurement. 

The Switches section, on the other hand displays machine operational states and alarm 

indicators represented as ON/OFF parameters, while the Dashboard section displays selected 

parameters from the Utility and Switches sections. 

4.2.1. General Description of the Utility Section 

Clicking on Utility opens a screen with “tiles” (widgets), as follows: 
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Fig. 11 Dashboard - Utility Section Tiles, Part 1 
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Fig. 12 Dashboard - Utility Section Tiles, Part 2 

Each tile contains: 

• parameter name 
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• icon 

• current parameter value 

• cumulative parameter value 

• time of the last parameter refresh and its type 

• button ("star") for selection for displaying in the Dashboard section 

• button (log) for calling up the graph. 

 

Fig. 13 Utility Section Tile Structure and Parameter Display Elements 

Most of the parameters are related to a specific spot-welding machine. Each machine has its 

own name, which is replaced by "XX" in the description below. Work shifts have their own 

numbers. In the description below, the shift number is replaced by "N". 

The names of the parameters displayed in the Utility section and their meanings are shown 

(translated into English) in the table below: 

 

Parameter name Мeaning 

XX_COUNTER_SHIFTN Number of parts produced by machine XX in shift N 

XX_COUNTER PER DAY Number of parts produced by machine XX during the day 

 

XX_ENERGY_SHIFTN Еnergy consumed by machine XX in shift N 
 

XX_ENERGY_TOTAL Еnergy consumed by machine XX for the day 
 

XX_TREND_SH.N Аpproximate current energy value for one part produced by 
machine XX in shift N 

 

 

XX_AVRG FOR SH.N Average energy consumption per part produced by machine XX 
in shift N 

 

 

XX_ COUNTER _TOTAL Total number of parts produced by machine XX 
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Parameter name Мeaning 

XX _Q/TY_5min Number of parts produced by machine XX in the last 5 minutes 
 

 

MAIN SBRD_kWh_TOTAL Energy consumed by the entire enterprise for the day and 
cumulatively 

 

 

MAIN SBRD _kWh_SHIFT.N Energy consumed by the entire enterprise for shift N and 
cumulatively 

 

 

 

4.2.2. Description of the “Graph” Functionality from the Utility section 

Selecting the “Log” function on a tile opens a detailed historical visualisation screen 

consisting of four graph sections. 
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Fig. 14 Historical Production Data Visualisation for the TERBO1 Machine 
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The first row displays the parameter values on an hourly basis for the last seven days. In the 

upper-right corner, control buttons let you change the displayed time interval to the last three 

days, the last day, or the last three hours. 

The second row presents the parameter values by day for the last month, while the third row 

shows the daily parameter values for the last year. For the yearly view, a shorter time interval 

can also be selected using the control buttons located in the upper-right corner. 

The fourth row provides a comparison of measured values over the previous years. Depending 

on the selected option, the data can be compared by month, quarter, or year. 

An alternative method for selecting a different time interval is to highlight a specific area of the 

graph using the mouse (zoom function). When the mouse pointer is positioned over a bar in the 

graph, additional information is displayed, including the measurement timestamp and the 

corresponding value. 

Each graph row also includes an export option, which allows the user to download either the 

archived data or the displayed graph in a suitable format, for example, .xls 

Some of the graphical screens display continuous lines instead of bar graphs. For example, a 

screen for average energy consumption for a unit of production: 
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Fig. 15 Average Energy Consumption per Produced Part 
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4.2.3. Special Features 

The parameter group "XX_TREND_SM.N" is intended for real-time trend visualisation only and 

should not be used for precise historical energy reporting, as the calculations are based on 

averaged power values over time intervals. 

For accurate energy-per-unit analysis, the "XX_TOTAL_FOR_SM.N" parameters should be used, 

as they are calculated from completed shift data using measured production and energy 

consumption. 

4.2.4. General Description of the Switches Section 

Clicking on Switches opens a screen with "tiles" (widgets) as follows: 

 
Fig. 16 Overview of the Switches Section Interface 

Each tile contains: 
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• parameter name 

• current parameter status – ON or OFF 

• icon with two colours corresponding to the parameter status 

• time of last parameter refresh and its type 

• button ("star") for selection for visualisation in the Dashboard section 

• button (log) for calling up the graph. 

There are two types of parameters (translated in English):  

• XX_OPERATING_STATUS_SHIFT.N – shows whether the welding machine named XX is 

working during shift N 

• XX_ALERT – shows a warning for possible incorrect operation of the welding machine 

named XX. 
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Fig. 17 Machine Operating Status Monitoring Screen 

 

In addition to monitoring the machine's operational status, the system also provides 

functionality for tracking warnings and alerts. These alerts are generated when potential 

irregularities or incorrect machine operations are detected, allowing operators to identify and 

respond to abnormal conditions in a timely manner. 
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Fig. 18 Warning and Alert Monitoring Screen for Incorrect Machine Operation 

4.3. User Roles & Permissions 

The Domoticz platform provides three levels of user access rights, each with different 

permissions and operational capabilities. 

Administrator. The Administrator role provides full access to all system functionalities, 

including: 

• Adding and removing hardware components;  

• Creating and deleting devices;  

• Managing users and access rights;  

• Modifying system settings;  
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• Configuring automations, scenarios, and timers;  

• Accessing all logs and historical data;  

• Performing system backup and restore operations.  

User. The User role allows standard operational control and monitoring of the system, including: 

• Controlling devices (switching devices ON/OFF);  

• Viewing the status of sensors and devices;  

• Accessing graphs and historical data;  

• Creating and modifying scenarios and timers.  

Users do not have permission to: 

• Access or modify system settings;  

• Add or remove hardware;  

• Manage other user accounts.  

Viewer. The Viewer role provides read-only access to the system. Users assigned this role can: 

• View device and sensor statuses;  

• Access graphs and historical data.  

Viewers are not permitted to control devices, modify settings or configure automations or 

scenarios.  

4.4. System Administration 

4.4.1. User Management 

User accounts and access permissions are configured through the system administration 

interface. The administrator can define each user's access level and control which system 

sections and functionalities are available to them. User rights are defined by the administrator 

through the following system screen: 
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Fig. 19 User Management and Access Rights Configuration Screen 

The platform supports multiple predefined access levels, allowing administrators to assign 

permissions based on each user's responsibilities. 

 
Fig. 20 User Role Selection Menu 

4.4.2. Data Backup & Recovery 

Data backup and recovery operations are performed through the Domoticz web interface and 
are available only to users with administrator privileges. These functions can be accessed 
through the Setup → Settings section of the web interface. 
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Fig. 21 System Settings Interface for Backup and Recovery Configuration 

To perform backup or recovery operations, open the Backup/Restore tab located in the Setup → 

Settings section of the web interface. 

 
Fig. 22 Database Restore Confirmation and Archive Upload Screen 

Selecting the Backup Database option opens a standard dialogue window for specifying the 

destination path and filename of the database archive. 

After entering the desired location and filename, press the Save button to create and store an 

archive copy of the database. The operation can be cancelled at any time by pressing the Cancel 

button. 
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To restore the database from a previously created archive, select the Restore Database option 

and choose the corresponding backup file. 

Pressing the Browse button opens a standard dialogue window for selecting the archive file (by 

default with the .db extension) that will be used for restoring the database. 

After selecting the desired archive file, press the Open button to begin the recovery procedure. 

Important: After initiating the restore operation, wait until the login screen or Dashboard screen 

reappears, indicating that the database recovery process has been completed successfully. 

In addition to manual backup and recovery procedures, the server also supports automatic 

database backup functionality. Automatic backups are stored in the following directory: 

/home/pi/domoticz/backups 

The backup system organises archive files into separate folders according to the retention 

period: 

• hourly contains archive files generated during the previous 24 hours;  

• daily contains archive files created at the beginning of each day for the previous 31 days;  

• monthly contains archive files created at the beginning of each month for up to 12 

months.  

4.4.3. Security Settings and Access Control 

The main software modules running on the server, including MQTT, Node-RED, and Domoticz, 

are protected against unauthorised access through username and password authentication. In 

addition, Domoticz supports multiple user access levels and permission groups, as described in 

Section 4.3. 

Access to the local web interface (Access Point - AP) of the measuring devices is also password-

protected. 

4.5. Integration & API Usage 

4.5.1. Available APIs and Endpoints 

Domoticz provides a JSON-based API for integrating with external systems and third-party 

applications. 
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4.5.2. Integration with Third-Party Systems 

Data generated by the measuring devices in the WeldWise system is transmitted to an MQTT 

broker. External MQTT clients can subscribe to the broker in order to receive and process this 

data. 

Integration with external systems through the Domoticz JSON API can be performed either 

interactively through a web browser or programmatically using scripting languages capable of 

sending HTTP requests, such as Python, JavaScript, PHP, and others. 

Additional information regarding the Domoticz JSON API is available at Domoticz JSON API 

Documentation 

4.5.3. Data Exchange and Formats 

To connect to the MQTT broker, the client must provide the following connection parameters: 

• Broker Address (Host/IP) - IP address or domain name of the MQTT broker;  

• Port - default MQTT port: 1883;  

• Client ID - unique identifier of the client within the MQTT system (optional);  

• Username and Password - authentication credentials for broker access. 

The MQTT data stream can be monitored and verified using standard MQTT client applications. 

An example of data visualisation and topic monitoring using MQTT Explorer is shown in the 

following figure. 

https://wiki.domoticz.com/Domoticz_API/JSON_URL%27s?utm_source=chatgpt.com
https://wiki.domoticz.com/Domoticz_API/JSON_URL%27s?utm_source=chatgpt.com
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Fig. 23 MQTT Data Monitoring in MQTT Explorer 

5. Conclusions and Initial Feedback 

The pilot implementations of the WeldWise solution in Bulgaria confirmed the technical 

feasibility, operational reliability, and practical applicability of the platform in real industrial 

environments. 

The solution successfully demonstrated: 

• automated production monitoring; 

• machine-level energy measurement; 

• calculation of energy consumption per produced unit; 

• centralised historical data archiving; 

• real-time visualisation of operational KPIs; 

• and detection of abnormal machine operation conditions. 
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The implementation of WeldWise provided production management teams with continuous 

visibility into production output, machine operating status, energy consumption, and 

production efficiency indicators. The collected operational data enabled improved monitoring 

and more informed decision-making regarding production processes and energy usage. 

The pilot implementations also demonstrated that the system can be integrated into existing 

industrial environments with minimal intervention in the production infrastructure and without 

major production interruptions. 

5.1. Initial Operational Benefits 

The following operational benefits were identified during the pilot implementations: 

• Reduction of manual data collection and reporting activities; 

• Improved production transparency and operational visibility; 

• Better monitoring of energy consumption and production efficiency; 

• Faster access to historical production and energy data; 

• Increased awareness of machine utilisation and operational performance; 

• Support for future energy optimisation and process analysis activities. 

The operator dashboard and real-time visualisation functionalities also showed a positive effect 

on operator engagement and productivity monitoring by increasing visibility of production 

performance across shifts and machines. 

5.2. Pilot Implementation Feedback 

The WeldWise solution was validated through pilot implementations at: 

• EDE-16 Ltd., Ardino, Bulgaria; 

• MDC - Mechanical Design and Constructions Ltd., Sofia, Bulgaria. 

At EDE-16, the system was deployed on spot welding machines used in serial production 

processes. The implementation confirmed the value of: 

• real-time production counting, 

• monitoring of energy consumption per produced unit, 

• operator productivity tracking, 

• and abnormal operation detection. 

The company reported improved production transparency and increased operator productivity 

after deploying the system. 

http://mdc-bg.com/
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At MDC, the solution was applied to: 

• a powder coating oven, 

• an industrial compressor, 

• and a laser cutting machine. 

The implementation demonstrated that the WeldWise architecture can be adapted beyond 

spot-welding applications and used for broader industrial energy-monitoring and operational-

analysis scenarios. 

The collected data supported monitoring of electricity consumption profiles, operational cost 

analysis, production-cycle energy assessment, and machine utilisation analysis. 

5.3. General Conclusions 

Pilot implementations confirmed that WeldWise provides a practical, cost-effective Industry 4.0 

monitoring solution for SMEs. 

Key characteristics of the solution include a modular Industrial IoT architecture, a non-invasive 

installation approach, and the use of open-source software technologies. This ensures rapid 

deployment capability and adaptability to different industrial applications. 

The same architecture can be reused for different types of industrial equipment by adapting the 

input logic, measurement points, and KPI calculations while preserving the core communication, 

processing, storage, and visualisation layers. 

http://mdc-bg.com/

