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1. Introduction 

SMEs represent the backbone of the region’s economy, comprising the majority of enterprises, 

providing two-thirds of private-sector employment, and playing a decisive role in overall economic 

development. Despite their critical importance, SMEs face significant barriers in adopting advanced 

digital technologies due to differences in technological development, innovation ecosystems, and 

levels of digitalization across the countries of the Danube Region. 

The concepts of Industry 4.0 and Economy 4.0, promoted as strategic areas of EU development, bring 

both opportunities and challenges. While these concepts leverage breakthrough technologies, their 

implementation requires new competencies, technological solutions, and systemic integration across 

production, logistics, and business networks. SMEs often lack the capacity, resources, and knowledge 

to fully exploit these innovations individually, particularly when acting as subcontractors for larger 

enterprises that demand digital capabilities. 

For that reason, the Digital transformation Network of Active SMEs training and knowledge transfer 

centres in the Danube region (Danube DNA) project was established, thus addressing a key challenge 

in the Danube Region: the synchronized transnational digital transformation of small and medium-

sized enterprises (SMEs) towards Industry and Logistics 4.0. TERA Tehnopolis is one of the 12 project 

partners, and the project activities are aimed at the development of the knowledge-based economy, 

with the implementation of significantly improved technologies (products, services and processing), as 

well as the commercialisation of publicly funded research and the protection of intellectual property. 

By fostering cooperation between SMEs, business support organizations, public authorities, research 

institutions, and education providers, the project seeks to close the innovation gap and enhance the 

digital competitiveness of the Danube Region. 

The Joint Solution described in this Technical Manual is developed as part of the Danube DNA project’s 

multi-step approach to support SME digital transformation. It is designed to provide practical, scalable 

tools and methodologies to help SMEs implement Industry 4.0 technologies, optimise production and 

logistics processes, and strengthen their digital competencies. This solution aligns with the project’s 

objectives of promoting transnational knowledge transfer, harmonizing smart specialization strategies, 

and facilitating capacity building across the region. 

In summary, the Joint Solution is a concrete outcome of the Danube DNA project, created to ensure 

that SMEs in the Danube Region can successfully navigate the digital transformation process, adopt 

innovative technologies, and contribute to a more competitive, integrated, and resilient regional 

economy. 

 



 

1. Background of the solution development 

InvestPlanner available on https://investplanner.eu/, was developed in response to the growing 

demand for high-quality, reliable, and efficient tools to support strategic planning and investment 

decision-making in the business and financial sectors. Traditional investment studies are resource-

intensive, subject to human error, and often inaccessible for small companies. Entrepreneurs, 

managers, and teams often face challenges in structuring their ideas, performing comprehensive 

analyses, and presenting them in a coherent and persuasive manner.  

The development of InvestPlanner leverages advanced Artificial Intelligence (AI) technologies to 

address these challenges. By providing step-by-step guidance, intelligent content generation, key 

performance indicator (KPI) analysis, and automated review capabilities, the solution empowers users 

to streamline the preparation of investment studies while maintaining professional quality and 

accuracy. The AI-driven approach also reduces common errors, minimizes time investment, and 

enables more consistent and data-driven decision-making. 

InvestPlanner introduces functionalities that overcomes barriers by enabling automated business plan 

generation, advanced financial and KPI analysis, and consistent, regulation-compliant document 

production. The tool builds on both technical innovation (AI, natural language processing, data 

analytics) and practical applicability (user-friendly design, mentoring integration). 

 

2. Aim of the solution development 

The primary aim of InvestPlanner is to simplify, accelerate, and enhance the process of creating 

investment studies and business plans for entrepreneurs, managers, and teams. Specifically, the 

solution seeks to: 

- Provide a structured and visual framework that guides users through the strategic planning 

and investment documentation process, 

- Enable accurate, complete, and persuasive presentation of project ideas, business plans, and 

investment proposals, 

- Integrate advanced AI capabilities to analyse data, generate content, and offer actionable 

insights for improved business performance and investment attractiveness, 

- Reduce the complexity, time, and resource demands traditionally associated with producing 

high-quality investment studies, and 

- Enhance the credibility and professional quality of investment proposals, ensuring they meet 

investor expectations and industry standards. 

https://investplanner.eu/


 
By achieving these objectives, InvestPlanner supports the digital transformation of SMEs and 

contributes to their capacity to compete effectively in a dynamic and highly competitive business 

environment. 

 

3. Beneficiaries 

InvestPlanner is designed to serve a broad range of stakeholders involved in business planning, 

investment, and entrepreneurship, including: 

Entrepreneurs 

and Startups 

Individuals and small teams seeking to develop, analyse, and present business 

ideas or investment opportunities efficiently. 

SMEs and 

Enterprises 

Companies aiming to improve internal strategic planning, optimize business 

processes, and enhance their appeal to investors 

Managers and 

Project Teams 

Professionals responsible for financial planning, business development, and 

project management who require structured guidance and actionable insights 

Investors and 

Stakeholders 

Individuals or organizations evaluating investment proposals who benefit 

indirectly from higher-quality, data-driven, and coherent investment 

documentation 

Business 

Support 

Organisations 

and Advisors 

Consultants, incubators, accelerators, and other institutions assisting SMEs in 

strategic planning and investment readiness 

Table 1: InvestPlanner beneficiaries 

Overall, the solution benefits both creators and evaluators of investment studies by enabling the 

preparation of robust, credible, and persuasive investment documentation that aligns with industry 

best practices and standards.



 

2. Technical Specification 

InvestPlanner is an advanced, AI-driven platform designed to support entrepreneurs, managers, and 

teams in planning, analysing, and documenting their business ideas or projects in a structured, 

comprehensive, and visually guided manner. The tool addresses the challenges traditionally associated 

with preparing investment studies, such as complexity, time consumption, and the need for specialised 

expertise, by integrating artificial intelligence to streamline workflows, provide intelligent content 

assistance, and deliver actionable insights. Users can define their business concepts, including market 

analysis, business models, commercialisation strategies, intellectual property protection, and financial 

planning, while receiving guidance to ensure clarity, consistency, and completeness. The platform 

further enables detailed evaluation and optimisation of business performance through KPI analysis, 

section-by-section review, and AI-generated strategic recommendations, helping users anticipate 

trends and enhance the investment appeal of their projects.  

InvestPlanner facilitates the creation of professional, investor-ready investment studies with 

automated final reviews, high-quality PDF generation, and integrated reporting tools, ensuring that 

proposals are both persuasive and robust. By combining structured planning, analysis, and AI-driven 

content enhancement, the platform empowers users to efficiently produce high-quality, credible, and 

compelling investment documentation, transforming the way business ideas are developed and 

presented to stakeholders. 

 

1. Solution Description 

InvestPlanner is an AI-powered platform designed to enable entrepreneurs, start-ups, SMEs, managers, 

and other stakeholders to plan, analyse, and document their business ideas or projects in a structured, 

visual, and data-driven manner, transforming the creation of investment studies and business plans 

into a faster, more accurate, and highly professional process.  

The application integrates advanced AI functionalities, including content assistance for drafting 

descriptive sections with clarity and coherence, intelligent section-by-section analysis to identify gaps 

and provide actionable recommendations, KPI optimization with data-driven strategies for improving 

business performance, and instant, high-quality document generation optimized for professional 

submissions and presentations.  

AI plays an important role throughout the InvestPlanner solution and is embedded in several key parts 

of the user journey. The solution does not only guide users through the structure of an investment 

study, but also supports them in understanding, writing, improving and interpreting the content they 

prepare. The AI-supported modules include: 



 
- Education – users can learn through the solution’s integrated AI how to prepare investment 

studies and understand the main elements of business and investment planning. This helps 

users who have limited previous experience with structured investment documentation. 

- Writing and Structuring – users can write, organise and improve their investment studies with 

the support of the integrated AI. The AI helps transform initial business ideas, fragmented 

inputs and incomplete descriptions into clearer, more consistent and professionally structured 

content. 

- Interpretation of financial data – users can interpret financial data, figures and indicators with 

the support of the integrated AI. This includes assistance in understanding financial 

assumptions, KPI-related insights and possible areas for improvement. 

Through these AI-supported functions, InvestPlanner helps users improve the clarity, consistency and 

completeness of their investment documentation. It provides guidance, suggests improvements, 

supports KPI interpretation and helps users better connect business descriptions with financial logic. 

This makes InvestPlanner accessible to a wider range of users, including those without strong business 

or financial knowledge.  

By combining these capabilities, InvestPlanner allows users to define and refine business concepts, 

perform detailed market, technical, and financial analysis, anticipate future trends, and compare 

planned versus actual scenarios, thereby enhancing the quality and reliability of their investment 

documentation. The platform is suitable for a wide range of industries, including food, metal, 

electronics, automotive, textile, plastics, and logistics, and serves multiple user groups, such as start-

ups, existing SMEs seeking growth or innovation, higher education institutions and research 

organizations, investors and financial institutions, and advisory services involved in commercialization 

and technology transfer.  

Key strategic benefits include improved time efficiency, enhanced accuracy, greater credibility, and 

accessibility for users of all skill levels, while economic benefits include stimulating innovation, 

facilitating funding for promising projects, boosting employment, and increasing investor confidence.  

 

2. System Architecture Overview 

InvestPlanner is built on a modular, service-oriented architecture that ensures scalability, 

maintainability, and efficient performance, while supporting the full lifecycle of business planning, 

analysis, and investment study creation. The system is organized into three primary layers: User 

Interface (UI) Layer, Application Logic Layer, and Data Management Layer, with integrated AI 

modules and analytics services distributed across these layers. 

User Interface Layer: Provides an interactive, visually guided platform for end-users to navigate the 

three core modules—Business Definition, Business Analysis, and Investment Study Creation. The UI 

offers dashboards, step-by-step workflows, real-time feedback, and visualization of KPIs, allowing users 



 
to define business concepts, track performance indicators, and review progress intuitively. This layer 

is designed for accessibility across a wide range of users, including start-ups, SMEs, entrepreneurs, 

managers, and advisory institutions. 

Application Logic Layer: Hosts the platform’s AI-driven functionalities and business rules. Key 

components include: 

AI-Powered Content Assistance: Guides users in drafting descriptive sections of the investment 

study, ensuring clarity, coherence, and professional-quality language. 

Intelligent Section Analysis: Performs real-time review of each section of the study, identifies gaps 

or inconsistencies, and provides actionable recommendations for improvement. 

KPI Optimization Module: Analyzes key business performance indicators, generates data-driven 

insights, and suggests strategies to enhance profitability, efficiency, and investment attractiveness. 

Document Generation Engine: Converts completed investment studies into high-quality, formatted 

documents suitable for professional submission and presentation, ensuring compliance with industry 

standards. 

Data Management Layer: Responsible for secure storage, retrieval, and management of structured 

and unstructured data, including business plan content, financial figures, market research data, user 

profiles, and AI-generated recommendations. The layer ensures data integrity, supports backup and 

recovery, and enables integration with external datasets or analytical tools when needed. 

The architecture supports modularity and flexibility, enabling seamless updates to AI models, analytics 

algorithms, and user interface components without disrupting overall functionality. Inter-layer 

communication is managed through RESTful APIs, ensuring responsive interaction between the UI, AI 

engines, and data storage. This design allows multiple concurrent users to work efficiently while 

maintaining real-time analysis, data security, and high performance. 

By combining these layers and modules into an integrated system, InvestmentStudy.AI provides a 

robust and intelligent platform that empowers users to create, analyze, optimize, and present 

investment studies effectively, while supporting data-driven decision-making and business strategy 

development. 

 

2.3 Solution Description - detailed (key features and benefits) 

The solution is a comprehensive Enterprise Resource Planning (ERP) system designed specifically for 

investment study management and business operations. The platform consists of two main 

components: a CRM (Customer Relationship Management) system and an ERP application, both 

integrated within a unified monorepo architecture. 

 

Key Features: 



 
- Investment Study Management: Complete lifecycle management of investment studies, 

including project planning, financial projections, risk assessment, and year-by-year analysis. 

The system supports complex investment scenarios with detailed tracking of products, 

materials, marketing activities, expenses, and amortization. 

- Multi-Tenancy Architecture: The solution implements a sophisticated multi-tenant architecture 

where a single ERP application instance serves multiple companies. Data isolation is ensured 

through API key-based filtering and company-level access controls, allowing efficient resource 

utilization while maintaining complete data separation. 

- User and Company Management: Comprehensive user management system with role-based 

access control, permission groups, and detailed user profiles. Company management includes 

branches, departments, cash registers, and organizational hierarchies. 

- Project and Activity Tracking: Advanced project management capabilities with project activities, 

budget tracking, and timeline management. The system supports complex project workflows 

and resource allocation. 

- AI-Powered Content Generation: Integration with RAG (Retrieval-Augmented Generation) LLM 

system using controlled prompts. The AI system operates in a secure, isolated environment 

without exposing identification or project details, and operates without web access to ensure 

data privacy and security. 

- Centralized API Registry: Dynamic API discovery and registration system that enables seamless 

communication between microservices. All APIs register themselves in a central registry, 

facilitating automatic route discovery and service coordination. 

- Media Management: Built-in media handling system for file uploads, storage, and management 

with support for image processing and optimization. 

- Financial Projections and Reporting: Comprehensive financial modeling capabilities including 

estimate values, expense tracking, marketing reports, and sector analysis. 

 

Benefits: 

- Scalability: Microservices architecture allows independent scaling of individual components 

based on demand, ensuring optimal resource utilization. 

- Maintainability: Monorepo structure with shared packages reduces code duplication and 

simplifies maintenance across the entire platform. 

- Security: Multi-layered security approach with JWT authentication, permission-based access 

control, and company-level data isolation. 

- Flexibility: Support for multiple deployment options (PM2, Docker, Kubernetes) enables 

deployment in various environments from on-premises to cloud. 



 
- Efficiency: Centralized API routing through Master API reduces frontend complexity and 

provides a single point of entry for all backend services. 

- Data Integrity: Comprehensive database migration system ensures consistent schema 

evolution across all services. 

 

2.4 System Architecture Overview - detailed 

The solution follows a microservices architecture pattern organized within a monorepo structure. The 

architecture consists of multiple independent services that communicate through well-defined APIs 

and a central routing mechanism. 

2.4.1. Architecture Components: 

• Monorepo Structure: All services and shared packages are organized within a single repository, 

enabling code sharing, consistent versioning, and simplified dependency management. 

• Master API (Central Router): The Master API serves as the primary entry point for all frontend 

requests. It handles authentication, authorization, request validation, and intelligent routing to 

appropriate backend services. All communication between frontend and backend services 

flows through the Master API. 

• ERP Microservices: The ERP system consists of five specialized API services: 

- Master API: Authentication, authorization, routing, media management, and activity 

logging 

- User API: User management, profiles, permissions, labels, categories, and workgroups 

- Company API: Company management, branches, departments, cash registers, and 

organizational structures 

- Settings API: System-wide configuration and settings management 

- Tera API: Investment studies, projects, financial projections, and AI integration 

• CRM System: The CRM component manages licenses, API keys, company instances, and 

provides administrative interfaces for ERP instance management. 

• Frontend Applications: Two Angular-based frontend applications: 

- ERP Frontend: Angular application with Electron support for desktop deployment 

- CRM Frontend: Angular application for administrative management 

 



 
2.4.2. Communication Flow: 

1. Frontend → Master API: All user requests are sent to the Master API endpoint 

2. Master API Processing: The Master API validates JWT tokens, checks permissions, and 

determines the target service 

3. Internal Routing: Master API generates internal JWT tokens and routes requests to appropriate 

microservices 

4. Service Response: Microservices process requests and return responses through the Master 

API 

5. Frontend Delivery: Master API forwards responses back to the frontend 

 

2.4.3. Data Architecture: 

• Multi-Database Strategy: The system uses two primary MySQL databases: 

- CRM Database (gbCRM): Stores API registrations, licenses, API keys, and CRM-specific 

data 

- ERP Database (gbERP): Stores all business data, user information, companies, and 

investment studies 

• API Registry Pattern: All APIs register their routes in the central CRM database during startup, 

enabling dynamic service discovery and routing. 

• Multi-Tenancy Implementation: Data isolation is achieved through API key filtering and 

company ID scoping. All database queries automatically filter data based on the requesting 

company's context. 

 

2.4.3. Shared Packages: 

The monorepo includes several shared npm packages that provide common functionality across all 

services: 

- API Management: Centralized API registration and discovery 

- Helper Functions: Common utilities and business logic 

- Error Handling: Standardized error management and logging 

- Notifications: Email and communication services 

- CMS Shared: TypeScript shared code for frontend-backend integration 



 
 

2.5 Technology Stack 

Programming Languages: 

• JavaScript (ES6+): Primary language for all backend services 

• TypeScript: Used for frontend applications and shared packages 

• SQL: Database queries, stored procedures, and migrations 

 

Backend Frameworks and Libraries: 

• Sails.js: MVC framework for building RESTful APIs and real-time applications 

• Node.js: Runtime environment (multiple versions supported depending on service) 

• Express.js: Web server framework (used by frontend applications) 

 

Databases: 

MySQL: Primary relational database system 

• Sails MySQL adapter for ORM integration 

• Multiple database instances (gbCRM and gbERP) 

• Stored procedures for complex business logic 

• Database migrations managed through Knex.js 

 

Database Management: 

• Knex.js: SQL query builder and migration framework 

• Sails ORM: Object-relational mapping for database operations 

 

Frontend Frameworks and Libraries: 

• Angular: Modern frontend framework for ERP application 

• Angular: Frontend framework for CRM application 

• TypeScript: Type-safe programming language for frontend 

• PrimeNG: UI component library for ERP frontend 



 
• RxJS: Reactive programming library for handling asynchronous operations 

 

Frontend Tools and Libraries: 

• Angular CLI: Development and build tooling 

• Chart.js: Data visualization and charting 

• FullCalendar: Calendar and scheduling components 

• Angular Gridster2: Dashboard layout management 

• Quill: Rich text editor 

• PDFMake: Client-side PDF generation 

• XLSX: Excel file processing 

• Electron: Desktop application framework 

 

Authentication and Security: 

• JSON Web Tokens (JWT): Token-based authentication system 

- Access tokens for user authentication 

- Refresh tokens for session management 

- Internal tokens for service-to-service communication 

- Media tokens for secure file access 

• bcryptjs: Password hashing and encryption 

 

Process Management and Deployment: 

• PM2: Production process manager for Node.js applications 

• Ecosystem configuration for managing multiple services 

 

Utilities and Supporting Libraries: 

• Lodash: JavaScript utility library 

• Moment.js: Date and time manipulation 

• Moment Timezone: Timezone support 

• Async: Asynchronous utility functions 



 
• Bull: Job queue management 

• Sharp: High-performance image processing 

• Got: HTTP request library 

• RRule: Recurrence rule parsing 

 

External Integrations: 

• RAG LLM System: AI-powered content generation using Retrieval-Augmented Generation with 

controlled prompts. The system operates in a secure, isolated environment without exposing 

identification or project details, and operates without web access to ensure data privacy and 

security. 

• Email Services: SMTP integration for notifications and communications 

• PDF Generation: Server-side PDF creation 

 

Development and Build Tools: 

• Grunt: Task runner for build automation 

• Grunt API Doc: API documentation generation 

• Webpack: Module bundler 

• ESLint: Code quality and linting 

• Mocha: Testing framework 

• Chai: Assertion library for testing 

 

2.5 Deployment Environment 

The solution supports multiple deployment strategies to accommodate different infrastructure 

requirements and scalability needs. 

 

2.5.1. Deployment Options: 

• PM2: Process manager for Node.js applications providing process monitoring, automatic 

restarts, and cluster mode support. This is the current deployment approach, suitable for 



 
single-server or small-scale deployments. PM2 manages all services defined in the ecosystem 

configuration, ensuring high availability and easy process management. 

• Docker: Containerization platform that packages applications and their dependencies into 

portable containers. Docker deployment enables consistent environments across 

development, staging, and production. Each service can be containerized independently, 

allowing for isolated deployments and simplified dependency management. Docker containers 

provide portability and can be deployed on any platform that supports Docker. 

• Kubernetes (K8s): Container orchestration platform designed for automated deployment, 

scaling, and management of containerized applications. Kubernetes is ideal for large-scale 

deployments requiring high availability, automatic scaling, load balancing, and self-healing 

capabilities. The microservices architecture of the solution aligns well with Kubernetes' pod-

based deployment model, allowing independent scaling of each service based on demand. 

 

2.5.2. Configuration: 

• Environment Management: The system supports multiple environment configurations 

(development, staging, production) through environment-specific configuration files. Each 

environment can have distinct database connections, API endpoints, and feature flags. 

• Database Configuration: The solution uses two primary MySQL databases: 

- CRM Database (gbCRM): Centralized database for API registry, licenses, and CRM data 

- ERP Database (gbERP): Business data database for all ERP operations 

• Both databases can be configured for different environments and can be deployed on-

premises or in cloud database services. 

• Service Ports: Each service runs on a dedicated port (ports can be reconfigured if needed): 

- CRM Frontend: Port 2400 

- CRM API: Port 2401 

- ERP Frontend: Port 2410 

- Master API: Port 2411 

- User API: Port 2412 

- Company API: Port 2413 

- Settings API: Port 2414 

- Tera API: Port 2415 

 



 
2.5.3. Deployment Environments: 

• On-Premises: Traditional server-based deployment where all services run on physical or virtual 

servers within the organization's infrastructure. This approach provides full control over data 

and infrastructure but requires in-house IT expertise for maintenance and scaling. 

• Cloud: Cloud-based deployment options are supported, with dependencies indicating 

compatibility with Google Cloud Platform. Cloud deployment offers scalability, managed 

services, and reduced infrastructure management overhead. Services can be deployed on 

cloud platforms such as Google Cloud, AWS, or Azure using container orchestration or 

managed services. 

• Hybrid: A combination of on-premises and cloud deployment, where certain components (such 

as databases) may remain on-premises while application services run in the cloud, or vice 

versa. This approach provides flexibility in meeting specific security, compliance, or 

performance requirements. 

• Scalability Considerations: The microservices architecture enables horizontal scaling where 

individual services can be scaled independently based on load. For example, the Tera API 

handling investment study calculations can be scaled separately from the User API managing 

user operations. This granular scaling approach optimizes resource utilization and cost 

efficiency. 

 



 

3. Installation & Setup 

3.1. Prerequisites 

3.1.1. System Requirements 

• Operating System: Ubuntu Server 20.04 LTS or 22.04 LTS (recommended) 

• CPU: Minimum 4 cores (8 cores recommended for production) 

• RAM: Minimum 8GB (16GB recommended for production) 

• Disk Space: Minimum 100GB SSD (200GB+ recommended for production with database 

growth) 

• Network: Stable internet connection for package installation and updates 

• Firewall: UFW (Uncomplicated Firewall) enabled and configured 

 

3.1.2. Software Dependencies 

• Node.js: Multiple versions required (12.x, 16.x, 20.x) - managed via NVM 

• NVM (Node Version Manager): For managing multiple Node.js versions 

• MySQL Server: Version 8.0 or higher 

• Git: For cloning the repository 

• Build Tools: npm (comes with Node.js), essential build packages 

• PM2: Process manager for Node.js (for PM2 deployment option) 

• Docker: Version 20.10 or higher (for Docker deployment option) 

• Docker Compose: Version 2.0 or higher (for Docker deployment option) 

• Kubernetes: Version 1.24 or higher (for Kubernetes deployment option) 

• kubectl: Kubernetes command-line tool (for Kubernetes deployment option) 

 

3.1.3. Ubuntu Environment Hardening 

Before installing the application, it is critical to harden the Ubuntu server environment to ensure 

security and stability. Follow these steps in order: 



 
 

3.1.3.1. System Updates and Security Patches 

```bash 

# Update package lists 

sudo apt update 

 

# Upgrade all installed packages 

sudo apt upgrade -y 

 

# Install security updates 

sudo apt dist-upgrade -y 

 

# Install essential security tools 

sudo apt install -y unattended-upgrades apt-listchanges 

 

# Configure automatic security updates 

sudo dpkg-reconfigure -plow unattended-upgrades 

``` 

 

3.1.3.2. Firewall Configuration (UFW) 

```bash 

# Enable UFW firewall 

sudo ufw enable 

 

# Set default policies (deny incoming, allow outgoing) 

sudo ufw default deny incoming 

sudo ufw default allow outgoing 

 



 
# Allow SSH (adjust port if changed from default 22) 

sudo ufw allow 22/tcp 

 

# Allow application ports (adjust based on your deployment) 

sudo ufw allow 2400/tcp  # CRM Frontend 

sudo ufw allow 2401/tcp  # CRM API 

sudo ufw allow 2410/tcp  # ERP Frontend 

sudo ufw allow 2411/tcp  # Master API 

sudo ufw allow 2412/tcp  # User API 

sudo ufw allow 2413/tcp  # Company API 

sudo ufw allow 2414/tcp  # Settings API 

sudo ufw allow 2415/tcp  # Tera API 

 

# Allow MySQL (only from localhost or specific IPs) 

sudo ufw allow from 127.0.0.1 to any port 3306 

 

# Check firewall status 

sudo ufw status verbose 

``` 

 

3.1.3.3. Fail2ban Setup 

```bash 

# Install Fail2ban 

sudo apt install -y fail2ban 

 

# Create local configuration 

sudo cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.local 

 

# Edit configuration 



 
sudo nano /etc/fail2ban/jail.local 

``` 

 

Add or modify the following sections: 

 

```ini 

[DEFAULT] 

bantime = 3600 

findtime = 600 

maxretry = 5 

destemail = admin@yourdomain.com 

sendername = Fail2Ban 

action = %(action_)s 

 

[sshd] 

enabled = true 

port = ssh 

logpath = %(sshd_log)s 

maxretry = 3 

bantime = 7200 

 

[sshd-ddos] 

enabled = true 

port = ssh 

logpath = %(sshd_log)s 

maxretry = 10 

``` 

 

```bash 



 
# Restart Fail2ban 

sudo systemctl restart fail2ban 

sudo systemctl enable fail2ban 

 

# Check status 

sudo fail2ban-client status 

``` 

 

3.1.3.4. SSH Hardening 

```bash 

# Backup SSH configuration 

sudo cp /etc/ssh/sshd_config /etc/ssh/sshd_config.backup 

 

# Edit SSH configuration 

sudo nano /etc/ssh/sshd_config 

``` 

 

Modify the following settings: 

 

```ini 

# Disable root login 

PermitRootLogin no 

 

# Use key-based authentication only (after setting up keys) 

PasswordAuthentication no 

PubkeyAuthentication yes 

 

# Change default SSH port (optional but recommended) 

Port 2222 



 
 

# Disable empty passwords 

PermitEmptyPasswords no 

 

# Disable X11 forwarding 

X11Forwarding no 

 

# Limit login attempts 

MaxAuthTries 3 

 

# Set idle timeout 

ClientAliveInterval 300 

ClientAliveCountMax 2 

 

# Disable unused authentication methods 

ChallengeResponseAuthentication no 

UsePAM yes 

``` 

 

```bash 

# Test SSH configuration before applying 

sudo sshd -t 

 

# If test passes, restart SSH service 

sudo systemctl restart sshd 

 

# Important: Keep another SSH session open while testing 

``` 

 



 
3.1.3.5. User Management 

```bash 

# Create a non-root user for application deployment 

sudo adduser deploy 

 

# Add user to sudo group (if needed) 

sudo usermod -aG sudo deploy 

 

# Create .ssh directory for the user 

sudo mkdir -p /home/deploy/.ssh 

sudo chmod 700 /home/deploy/.ssh 

 

# Copy your public key to authorized_keys 

sudo nano /home/deploy/.ssh/authorized_keys 

# Paste your public key here 

 

# Set proper permissions 

sudo chmod 600 /home/deploy/.ssh/authorized_keys 

sudo chown -R deploy:deploy /home/deploy/.ssh 

 

# Switch to the new user 

su - deploy 

``` 

 

3.1.3.6. File Permissions Hardening 

```bash 

# Set restrictive umask 

echo "umask 027" | sudo tee -a /etc/profile 

echo "umask 027" | sudo tee -a /etc/bash.bashrc 



 
 

# Secure important directories 

sudo chmod 750 /home 

sudo chmod 700 /root 

 

# Secure log files 

sudo chmod 640 /var/log/auth.log 

sudo chmod 640 /var/log/syslog 

``` 

 

3.1.3.7. Disable Unnecessary Services 

 

```bash 

# List all running services 

sudo systemctl list-units --type=service --state=running 

 

# Disable unnecessary services (examples - adjust based on your needs) 

sudo systemctl disable bluetooth 

sudo systemctl stop bluetooth 

sudo systemctl disable avahi-daemon 

sudo systemctl stop avahi-daemon 

``` 

 

3.1.3.8. Kernel Hardening Parameters 

```bash 

# Edit sysctl configuration 

sudo nano /etc/sysctl.conf 

``` 



 
 

Add the following security parameters: 

 

```ini 

# IP Spoofing protection 

net.ipv4.conf.all.rp_filter = 1 

net.ipv4.conf.default.rp_filter = 1 

 

# Ignore ICMP redirects 

net.ipv4.conf.all.accept_redirects = 0 

net.ipv4.conf.default.accept_redirects = 0 

net.ipv6.conf.all.accept_redirects = 0 

net.ipv6.conf.default.accept_redirects = 0 

 

# Ignore send redirects 

net.ipv4.conf.all.send_redirects = 0 

net.ipv4.conf.default.send_redirects = 0 

 

# Log Martians 

net.ipv4.conf.all.log_martians = 1 

net.ipv4.conf.default.log_martians = 1 

 

# Ignore ICMP ping requests 

net.ipv4.icmp_echo_ignore_all = 1 

 

# Ignore Directed pings 

net.ipv4.icmp_echo_ignore_broadcasts = 1 

 

# TCP SYN Cookie Protection 



 
net.ipv4.tcp_syncookies = 1 

 

# IP Forwarding (disable if not needed) 

net.ipv4.ip_forward = 0 

net.ipv6.conf.all.forwarding = 0 

 

# Source Route Verification 

net.ipv4.conf.all.accept_source_route = 0 

net.ipv4.conf.default.accept_source_route = 0 

net.ipv6.conf.all.accept_source_route = 0 

net.ipv6.conf.default.accept_source_route = 0 

``` 

 

```bash 

# Apply sysctl settings 

sudo sysctl -p 

``` 

 

3.1.3.9. Log Monitoring Setup 

```bash 

# Install logwatch for log monitoring 

sudo apt install -y logwatch 

 

# Configure logwatch 

sudo nano /etc/logwatch/conf/logwatch.conf 

``` 

 

Set: 

``` 



 
MailTo = admin@yourdomain.com 

Detail = Med 

Range = yesterday 

Service = All 

 

# Create daily logwatch cron job 

sudo nano /etc/cron.daily/00logwatch 

``` 

 

Add: 

```bash 

#!/bin/bash 

/usr/sbin/logwatch --output mail --mailto admin@yourdomain.com --detail med 

``` 

 

```bash 

# Make executable 

sudo chmod +x /etc/cron.daily/00logwatch 

``` 

 

3.1.3.10. Additional Security Measures 

```bash 

# Install and configure AIDE (Advanced Intrusion Detection Environment) 

sudo apt install -y aide 

 

# Initialize AIDE database 

sudo aideinit 

 

# Move database to expected location 



 
sudo mv /var/lib/aide/aide.db.new /var/lib/aide/aide.db 

 

# Create daily check cron job 

echo "0 3 * * * /usr/bin/aide --check" | sudo crontab – 

 

3.2. Installation Steps 

3.2.1. PM2 Deployment 

3.2.1.1. System Preparation 

```bash 

# Update system packages 

sudo apt update && sudo apt upgrade -y 

 

# Install essential build tools 

sudo apt install -y build-essential curl wget git 

``` 

 

3.2.1.2. Node.js Installation via NVM 

```bash 

# Install NVM 

curl -o- https://raw.githubusercontent.com/nvm-sh/nvm/v0.39.0/install.sh | bash 

 

# Reload shell configuration 

source ~/.bashrc 

 

# Install required Node.js versions 

nvm install 12.22.12 



 
nvm install 16.20.2 

nvm install 20.19.5 

 

# Set default version (adjust as needed) 

nvm alias default 16.20.2 

nvm use default 

 

# Verify installation 

node --version 

npm --version 

``` 

 

3.2.1.3. MySQL Installation and Configuration 

```bash 

# Install MySQL Server 

sudo apt install -y mysql-server 

 

# Secure MySQL installation 

sudo mysql_secure_installation 

 

# Create databases and users 

sudo mysql -u root -p 

``` 

 

In MySQL prompt: 

 

```sql 

-- Create CRM database 

CREATE DATABASE gb_crm_tera CHARACTER SET utf8mb4 COLLATE utf8mb4_unicode_ci; 



 
 

-- Create ERP database 

CREATE DATABASE gb_erp_tera CHARACTER SET utf8mb4 COLLATE utf8mb4_unicode_ci; 

 

-- Create application user 

CREATE USER 'app_user'@'localhost' IDENTIFIED BY 'YOUR_SECURE_PASSWORD'; 

 

-- Grant privileges 

GRANT ALL PRIVILEGES ON gb_crm_tera.* TO 'app_user'@'localhost'; 

GRANT ALL PRIVILEGES ON gb_erp_tera.* TO 'app_user'@'localhost'; 

 

-- Flush privileges 

FLUSH PRIVILEGES; 

 

-- Exit 

EXIT; 

``` 

 

3.2.1.4. Application Code Setup 

```bash 

# Clone repository (or copy files) 

cd /opt 

sudo git clone YOUR_REPOSITORY_URL investudia-investicijska-monorepo 

cd investudia-investicijska-monorepo 

 

# Set ownership 

sudo chown -R deploy:deploy /opt/investudia-investicijska-monorepo 

 

# Switch to application user 



 
su - deploy 

cd /opt/investudia-investicijska-monorepo 

``` 

 

3.2.1.5. Dependencies Installation 

```bash 

# Install root dependencies 

npm install 

 

# Install dependencies for each service 

cd crm/crmApi && npm install && cd ../.. 

cd crm/crmFrontend && npm install && cd ../.. 

cd erp/frontend && npm install && cd ../.. 

cd erp/masterApi && npm install && cd ../.. 

cd erp/userApi && npm install && cd ../.. 

cd erp/companyApi && npm install && cd ../.. 

cd erp/settingsApi && npm install && cd ../.. 

cd erp/teraApi && npm install && cd ../.. 

``` 

 

3.2.1.6. Database Setup 

```bash 

# Create configuration file from template 

cp defaultConfig-example.js defaultConfig.js 

 

# Edit configuration with your database credentials 

nano defaultConfig.js 

 



 
# Run migrations for CRM API 

cd crm/crmApi 

NODE_ENV=production node app.js 

# Wait for migrations to complete, then stop (Ctrl+C) 

 

# Run migrations for Master API 

cd ../../erp/masterApi 

NODE_ENV=production node app.js 

# Wait for migrations to complete, then stop (Ctrl+C) 

 

# Run migrations for other APIs similarly 

cd ../../erp/userApi 

NODE_ENV=production node app.js 

# Wait for migrations, then stop 

 

cd ../../erp/companyApi 

NODE_ENV=production node app.js 

# Wait for migrations, then stop 

 

cd ../../erp/settingsApi 

NODE_ENV=production node app.js 

# Wait for migrations, then stop 

 

cd ../../erp/teraApi 

NODE_ENV=production node app.js 

# Wait for migrations, then stop 

``` 

 



 
3.2.1.7. PM2 Configuration 

```bash 

# Install PM2 globally 

npm install -g pm2 

 

# Navigate to project root 

cd /opt/investudia-investicijska-monorepo 

 

# Create production ecosystem file 

cp ecosystem.config.js ecosystem.production.config.js 

 

# Edit ecosystem file for production 

nano ecosystem.production.config.js 

``` 

 

Update the configuration: 

 

```javascript 

const nodeVersion = "16.20.2"; 

const environment = "production"; 

 

module.exports = { 

  apps: [ 

    { 

      name: "2400 - PROD CRM FRONTEND", 

      namespace: "investicijska", 

      script: "server.js", 

      cwd: "./crm/crmFrontend", 

      interpreter: `/home/deploy/.nvm/versions/node/v20.19.5/bin/node`, 



 
      env: { NODE_ENV: environment, PORT: 2400 }, 

      instances: 2, 

      exec_mode: "cluster" 

    }, 

    { 

      name: "2401 - PROD CRM API", 

      namespace: "investicijska", 

      script: "app.js", 

      cwd: "./crm/crmApi", 

      interpreter: `/home/deploy/.nvm/versions/node/v${nodeVersion}/bin/node`, 

      env: { NODE_ENV: environment, PORT: 2401 }, 

      instances: 2, 

      exec_mode: "cluster" 

    }, 

    // ... configure other services similarly 

  ] 

}; 

``` 

 

3.2.1.8. Service Startup 

```bash 

# Start all services with PM2 

pm2 start ecosystem.production.config.js 

 

# Save PM2 configuration 

pm2 save 

 

# Setup PM2 to start on system boot 

pm2 startup 



 
# Follow the instructions provided by the command 

 

# Check status 

pm2 status 

pm2 logs 

``` 

 

3.2.1.9. Process Monitoring Setup 

```bash 

# Install PM2 monitoring (optional) 

pm2 install pm2-logrotate 

 

# Configure log rotation 

pm2 set pm2-logrotate:max_size 10M 

pm2 set pm2-logrotate:retain 7 

pm2 set pm2-logrotate:compress true 

 

# Monitor processes 

pm2 monit 

 

# View detailed information 

pm2 describe <app-name> 

``` 

 

3.2.2. Docker Deployment 

3.2.2.1. Docker and Docker Compose Installation 

```bash 

# Update package index 



 
sudo apt update 

 

# Install prerequisites 

sudo apt install -y ca-certificates curl gnupg lsb-release 

 

# Add Docker's official GPG key 

sudo mkdir -p /etc/apt/keyrings 

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o 

/etc/apt/keyrings/docker.gpg 

 

# Set up Docker repository 

echo \ 

  "deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.gpg] 

https://download.docker.com/linux/ubuntu \ 

  $(lsb_release -cs) stable" | sudo tee /etc/apt/sources.list.d/docker.list > /dev/null 

 

# Install Docker Engine 

sudo apt update 

sudo apt install -y docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin 

 

# Add user to docker group 

sudo usermod -aG docker $USER 

 

# Verify installation 

docker --version 

docker compose version 

``` 

 



 
3.2.2.2. Dockerfile Creation 

Create `Dockerfile.nodeapp` in `docker/` directory: 

```dockerfile 

FROM node:16.20.2-slim 

 

WORKDIR /app 

 

# Install dependencies 

COPY package*.json ./ 

COPY npm-gbapis ./npm-gbapis 

COPY npm-gbhelpers ./npm-gbhelpers 

COPY npm-gberrors ./npm-gberrors 

COPY npm-gbnotifications ./npm-gbnotifications 

COPY npm-gb-cms-shared ./npm-gb-cms-shared 

 

RUN npm install 

 

# Copy application code 

COPY . . 

 

# Expose port 

EXPOSE ${PORT} 

 

# Start application 

CMD ["node", "app.js"] 

``` 

 

Create `Dockerfile.frontend` for Angular applications: 

 



 
```dockerfile 

FROM node:16.20.2-slim AS builder 

 

WORKDIR /app 

 

# Install dependencies 

COPY package*.json ./ 

RUN npm install 

 

# Copy source and build 

COPY . . 

RUN npm run build 

 

# Production stage 

FROM node:16.20.2-slim 

 

WORKDIR /app 

 

# Copy built files 

COPY --from=builder /app/dist ./dist 

COPY server.js ./ 

COPY package*.json ./ 

 

RUN npm install --production 

 

EXPOSE ${PORT} 

 

CMD ["node", "server.js"] 

``` 



 
 

3.2.2.3. Docker Compose Configuration 

Create `docker-compose.yml`: 

```yaml 

version: '3.8' 

 

services: 

  mysql: 

    image: mysql:8.0 

    container_name: investudia-mysql 

    environment: 

      MYSQL_ROOT_PASSWORD: YOUR_MYSQL_ROOT_PASSWORD 

      MYSQL_DATABASE_CRM: gb_crm_tera 

      MYSQL_DATABASE_ERP: gb_erp_tera 

      MYSQL_USER: app_user 

      MYSQL_PASSWORD: YOUR_MYSQL_PASSWORD 

    volumes: 

      - mysql_data:/var/lib/mysql 

      - ./docker/mysql/init:/docker-entrypoint-initdb.d 

    ports: 

      - "3306:3306" 

    networks: 

      - investudia-network 

    restart: unless-stopped 

 

  crm-api: 

    build: 

      context: . 

      dockerfile: docker/Dockerfile.nodeapp 



 
      args: 

        APP_DIR: crm/crmApi 

    container_name: investudia-crm-api 

    environment: 

      NODE_ENV: production 

      PORT: 2401 

      DB_HOST: mysql 

      DB_PORT: 3306 

      DB_USER: app_user 

      DB_PASSWORD: YOUR_MYSQL_PASSWORD 

      DB_CRM_DATABASE: gb_crm_tera 

    depends_on: 

      - mysql 

    networks: 

      - investudia-network 

    restart: unless-stopped 

 

  crm-frontend: 

    build: 

      context: ./crm/crmFrontend 

      dockerfile: ../docker/Dockerfile.frontend 

    container_name: investudia-crm-frontend 

    environment: 

      NODE_ENV: production 

      PORT: 2400 

      API_URL: http://crm-api:2401 

    ports: 

      - "2400:2400" 

    depends_on: 



 
      - crm-api 

    networks: 

      - investudia-network 

    restart: unless-stopped 

 

  master-api: 

    build: 

      context: . 

      dockerfile: docker/Dockerfile.nodeapp 

      args: 

        APP_DIR: erp/masterApi 

    container_name: investudia-master-api 

    environment: 

      NODE_ENV: production 

      PORT: 2411 

      DB_HOST: mysql 

      DB_PORT: 3306 

      DB_USER: app_user 

      DB_PASSWORD: YOUR_MYSQL_PASSWORD 

      DB_CRM_DATABASE: gb_crm_tera 

      DB_ERP_DATABASE: gb_erp_tera 

    depends_on: 

      - mysql 

    networks: 

      - investudia-network 

    restart: unless-stopped 

 

  # Add other services similarly (user-api, company-api, settings-api, tera-api, erp-frontend) 

 



 
volumes: 

  mysql_data: 

 

networks: 

  investudia-network: 

    driver: bridge 

``` 

 

3.2.2.4. Environment Variables Setup 

Create `.env` file: 

```bash 

# Database Configuration 

MYSQL_ROOT_PASSWORD=YOUR_MYSQL_ROOT_PASSWORD 

MYSQL_USER=app_user 

MYSQL_PASSWORD=YOUR_MYSQL_PASSWORD 

DB_HOST=mysql 

DB_PORT=3306 

 

# Application Ports 

CRM_FRONTEND_PORT=2400 

CRM_API_PORT=2401 

ERP_FRONTEND_PORT=2410 

MASTER_API_PORT=2411 

USER_API_PORT=2412 

COMPANY_API_PORT=2413 

SETTINGS_API_PORT=2414 

TERA_API_PORT=2415 

 

# Application URLs 



 
FRONTEND_URL=your-domain.com 

API_URL=api.your-domain.com 

``` 

 

3.2.2.5. Volume Configuration 

Volumes are defined in `docker-compose.yml`. For persistent data: 

```yaml 

volumes: 

  mysql_data: 

    driver: local 

  master-api-uploads: 

    driver: local 

  # Add volumes for other services that need persistent storage 

``` 

 

3.2.2.6. Network Setup 

The Docker Compose file creates a bridge network `investudia-network` that allows all services to 

communicate using service names as hostnames. 

 

3.2.2.7. Database Container Setup 

```bash 

# Create MySQL initialization script 

mkdir -p docker/mysql/init 

nano docker/mysql/init/01-init-databases.sql 

``` 

 

Add: 

 



 
```sql 

CREATE DATABASE IF NOT EXISTS gb_crm_tera CHARACTER SET utf8mb4 COLLATE utf8mb4_unicode_ci; 

CREATE DATABASE IF NOT EXISTS gb_erp_tera CHARACTER SET utf8mb4 COLLATE utf8mb4_unicode_ci; 

``` 

 

3.2.2.8. Build and Start Services 

```bash 

# Build all images 

docker compose build 

 

# Start services 

docker compose up -d 

 

# View logs 

docker compose logs -f 

 

# Check status 

docker compose ps 

``` 

 

3.2.2.9. Health Checks Configuration 

Add health checks to `docker-compose.yml`: 

```yaml 

services: 

  master-api: 

    # ... other configuration 

    healthcheck: 

      test: ["CMD", "curl", "-f", "http://localhost:2411/health"] 



 
      interval: 30s 

      timeout: 10s 

      retries: 3 

      start_period: 40s 

``` 

 

3.2.3. Kubernetes Deployment 

3.2.3.1. Kubernetes Cluster Setup 

For local development/testing: 

```bash 

# Install Minikube 

curl -LO https://storage.googleapis.com/minikube/releases/latest/minikube-linux-amd64 

sudo install minikube-linux-amd64 /usr/local/bin/minikube 

 

# Start Minikube 

minikube start 

 

# Verify cluster 

kubectl cluster-info 

``` 

 

For production, use a managed Kubernetes service (GKE, EKS, AKS) or set up your own cluster. 

 

3.2.3.2. kubectl Installation and Configuration 

```bash 

# Install kubectl 

curl -LO "https://dl.k8s.io/release/$(curl -L -s 

https://dl.k8s.io/release/stable.txt)/bin/linux/amd64/kubectl" 



 
sudo install -o root -g root -m 0755 kubectl /usr/local/bin/kubectl 

 

# Verify installation 

kubectl version --client 

 

# Configure kubectl (for managed services, follow provider-specific instructions) 

``` 

 

3.2.3.3. Namespace Creation 

```bash 

# Create namespace 

kubectl create namespace investudia 

 

# Set as default 

kubectl config set-context --current --namespace=investudia 

``` 

 

3.2.3.4. ConfigMaps and Secrets Setup 

Create `k8s/configmap.yaml`: 

```yaml 

apiVersion: v1 

kind: ConfigMap 

metadata: 

  name: app-config 

  namespace: investudia 

data: 

  NODE_ENV: "production" 

  DB_HOST: "mysql-service" 



 
  DB_PORT: "3306" 

  DB_CRM_DATABASE: "gb_crm_tera" 

  DB_ERP_DATABASE: "gb_erp_tera" 

  FRONTEND_URL: "your-domain.com" 

  API_URL: "api.your-domain.com" 

``` 

 

Create `k8s/secrets.yaml` (use placeholders - never commit real secrets): 

 

```yaml 

apiVersion: v1 

kind: Secret 

metadata: 

  name: app-secrets 

  namespace: investudia 

type: Opaque 

stringData: 

  DB_USER: "app_user" 

  DB_PASSWORD: "YOUR_DB_PASSWORD" 

  JWT_SECRET: "YOUR_JWT_SECRET" 

  JWT_REFRESH_SECRET: "YOUR_JWT_REFRESH_SECRET" 

  INTERNAL_TOKEN_SECRET: "YOUR_INTERNAL_TOKEN_SECRET" 

``` 

 

Apply: 

 

```bash 

kubectl apply -f k8s/configmap.yaml 

kubectl apply -f k8s/secrets.yaml 



 
``` 

 

3.2.3.5. Deployment Manifests 

Create `k8s/deployments/master-api.yaml`: 

```yaml 

apiVersion: apps/v1 

kind: Deployment 

metadata: 

  name: master-api 

  namespace: investudia 

spec: 

  replicas: 2 

  selector: 

    matchLabels: 

      app: master-api 

  template: 

    metadata: 

      labels: 

        app: master-api 

    spec: 

      containers: 

      - name: master-api 

        image: your-registry/investudia-master-api:latest 

        ports: 

        - containerPort: 2411 

        env: 

        - name: PORT 

          value: "2411" 

        - name: NODE_ENV 



 
          valueFrom: 

            configMapKeyRef: 

              name: app-config 

              key: NODE_ENV 

        - name: DB_HOST 

          valueFrom: 

            configMapKeyRef: 

              name: app-config 

              key: DB_HOST 

        - name: DB_USER 

          valueFrom: 

            secretKeyRef: 

              name: app-secrets 

              key: DB_USER 

        - name: DB_PASSWORD 

          valueFrom: 

            secretKeyRef: 

              name: app-secrets 

              key: DB_PASSWORD 

        resources: 

          requests: 

            memory: "256Mi" 

            cpu: "250m" 

          limits: 

            memory: "512Mi" 

            cpu: "500m" 

        livenessProbe: 

          httpGet: 

            path: /health 



 
            port: 2411 

          initialDelaySeconds: 30 

          periodSeconds: 10 

        readinessProbe: 

          httpGet: 

            path: /health 

            port: 2411 

          initialDelaySeconds: 10 

          periodSeconds: 5 

``` 

 

Create similar deployment files for other services. 

 

3.2.3.6. Service Definitions 

Create `k8s/services/master-api-service.yaml`: 

```yaml 

apiVersion: v1 

kind: Service 

metadata: 

  name: master-api-service 

  namespace: investudia 

spec: 

  selector: 

    app: master-api 

  ports: 

  - protocol: TCP 

    port: 2411 

    targetPort: 2411 

  type: ClusterIP 



 
``` 

 

3.2.3.7. Ingress Configuration 

Create `k8s/ingress.yaml`: 

```yaml 

apiVersion: networking.k8s.io/v1 

kind: Ingress 

metadata: 

  name: investudia-ingress 

  namespace: investudia 

  annotations: 

    kubernetes.io/ingress.class: nginx 

    cert-manager.io/cluster-issuer: letsencrypt-prod 

spec: 

  tls: 

  - hosts: 

    - your-domain.com 

    - api.your-domain.com 

    secretName: investudia-tls 

  rules: 

  - host: your-domain.com 

    http: 

      paths: 

      - path: / 

        pathType: Prefix 

        backend: 

          service: 

            name: erp-frontend-service 

            port: 



 
              number: 2410 

  - host: api.your-domain.com 

    http: 

      paths: 

      - path: / 

        pathType: Prefix 

        backend: 

          service: 

            name: master-api-service 

            port: 

              number: 2411 

``` 

 

3.2.3.8. Persistent Volumes for Databases 

Create `k8s/pvc/mysql-pvc.yaml`: 

```yaml 

apiVersion: v1 

kind: PersistentVolumeClaim 

metadata: 

  name: mysql-pvc 

  namespace: investudia 

spec: 

  accessModes: 

    - ReadWriteOnce 

  resources: 

    requests: 

      storage: 50Gi 

``` 

 



 
3.2.3.9. Resource Limits and Requests 

Resource limits are defined in deployment manifests (see step 5). Adjust based on your cluster capacity 

and requirements. 

 

3.2.3.10. Health Checks and Probes 

Health checks are configured in deployment manifests using `livenessProbe` and `readinessProbe`. 

Ensure your applications expose `/health` endpoints. 

 

3.2.3.11. Deployment Rollout 

```bash 

# Apply all configurations 

kubectl apply -f k8s/ 

 

# Check deployment status 

kubectl get deployments -n investudia 

kubectl get pods -n investudia 

kubectl get services -n investudia 

 

# View logs 

kubectl logs -f deployment/master-api -n investudia 

 

# Scale deployment 

kubectl scale deployment/master-api --replicas=3 -n investudia 

 

# Rolling update 

kubectl set image deployment/master-api master-api=your-registry/investudia-master-api:v2 -n 

investudia 

``` 

 



 
3.2.4. Configuration & Setup Guidelines 

3.2.4.1. Environment Variables 

Create environment-specific configuration files. Never commit secrets to version control. 

 

Required Environment Variables: 

 

```bash 

# Database Configuration 

DB_CRM_HOST=localhost 

DB_CRM_PORT=3306 

DB_CRM_USER=app_user 

DB_CRM_PASSWORD=YOUR_DB_PASSWORD 

DB_CRM_DATABASE=gb_crm_tera 

 

DB_ERP_HOST=localhost 

DB_ERP_PORT=3306 

DB_ERP_USER=app_user 

DB_ERP_PASSWORD=YOUR_DB_PASSWORD 

DB_ERP_DATABASE=gb_erp_tera 

 

# Application Ports 

PORT=2411  # Service-specific port 

 

# JWT Configuration 

JWT_TOKEN_SECRET=YOUR_JWT_SECRET 

JWT_REFRESH_TOKEN_SECRET=YOUR_REFRESH_SECRET 

JWT_INTERNAL_TOKEN_SECRET=YOUR_INTERNAL_SECRET 

JWT_DATA_TOKEN_SECRET=YOUR_DATA_SECRET 

JWT_MEDIA_TOKEN_SECRET=YOUR_MEDIA_SECRET 

 

# Application URLs 

FRONTEND_URL=your-domain.com 

API_URL=api.your-domain.com 



 
 

# Email Configuration 

SMTP_HOST=your-smtp-host.com 

SMTP_PORT=587 

SMTP_USER=your-smtp-user 

SMTP_PASSWORD=YOUR_SMTP_PASSWORD 

SMTP_FROM=noreply@your-domain.com 

 

# External Services 

GOOGLE_AI_API_KEY=YOUR_AI_API_KEY  # If using AI services 

 

# Node Environment 

NODE_ENV=production 

``` 

 

3.2.4.2. Database Setup 

1. Database Creation 

Databases should be created during MySQL installation (see PM2 Deployment step 3). 

 

2. User Creation and Permissions 

```sql 

CREATE USER 'app_user'@'localhost' IDENTIFIED BY 'YOUR_SECURE_PASSWORD'; 

GRANT ALL PRIVILEGES ON gb_crm_tera.* TO 'app_user'@'localhost'; 

GRANT ALL PRIVILEGES ON gb_erp_tera.* TO 'app_user'@'localhost'; 

FLUSH PRIVILEGES; 

``` 

 

3. Migration Execution 

Migrations run automatically when services start for the first time. Ensure `migrate: 'safe'` is set in 

`defaultConfig.js` for production. 



 
 

4. Seed Data Loading 

Seed data is typically loaded during the bootstrap process. Check `config/bootstrap.js` in each API 

service. 

 

5. Backup Configuration 

```bash 

# Create backup script 

nano /opt/backup-databases.sh 

``` 

 

Add: 

 

```bash 

#!/bin/bash 

BACKUP_DIR="/opt/backups" 

DATE=$(date +%Y%m%d_%H%M%S) 

 

mkdir -p $BACKUP_DIR 

 

# Backup CRM database 

mysqldump -u app_user -pYOUR_PASSWORD gb_crm_tera > $BACKUP_DIR/gb_crm_tera_$DATE.sql 

 

# Backup ERP database 

mysqldump -u app_user -pYOUR_PASSWORD gb_erp_tera > $BACKUP_DIR/gb_erp_tera_$DATE.sql 

 

# Compress backups 

gzip $BACKUP_DIR/*.sql 

 



 
# Remove backups older than 30 days 

find $BACKUP_DIR -name "*.sql.gz" -mtime +30 -delete 

``` 

 

```bash 

# Make executable 

chmod +x /opt/backup-databases.sh 

 

# Add to crontab (daily at 2 AM) 

crontab -e 

# Add: 0 2 * * * /opt/backup-databases.sh 

``` 

 

3.2.4.3. Service Configuration 

1. Port Assignments 

| Service | Port | 

|---------|------| 

| CRM Frontend | 2400 | 

| CRM API | 2401 | 

| ERP Frontend | 2410 | 

| Master API | 2411 | 

| User API | 2412 | 

| Company API | 2413 | 

| Settings API | 2414 | 

| Tera API | 2415 | 

 

2. CORS Settings 

Configure in `defaultConfig.js`: 



 
```javascript 

security: { 

    cors: { 

        allRoutes: true, 

        allowOrigins: 'https://your-domain.com', 

        allowCredentials: true, 

        allowRequestHeaders: 'Origin, X-Requested-With, Content-Type, Accept, Authorization, apiKey, 

accessToken, refreshToken', 

        allowRequestMethods: 'GET, POST, PUT, PATCH, DELETE, OPTIONS, HEAD' 

    } 

} 

``` 

 

3. Session Configuration 

```javascript 

session: { 

    cookie: { 

        secure: true,  // Enable in production with HTTPS 

        maxAge: 24 * 60 * 60 * 1000,  // 24 hours 

        httpOnly: true 

    } 

} 

``` 

 

4. Logging Setup 

Configure log levels in `defaultConfig.js`: 

 

```javascript 

log: { 



 
    level: process.env.NODE_ENV === 'production' ? 'info' : 'debug' 

} 

``` 

 

5. Error Handling Configuration 

Error handling is managed through the `npm-gberrors` package. Configure Sentry or other error 

tracking services as needed. 

 

3.2.4.4. Network Configuration 

1. Port Mapping 

Ensure firewall rules allow traffic on required ports (see Ubuntu Hardening section). 

 

2. Load Balancer Setup (Kubernetes) 

Use Kubernetes Service with type `LoadBalancer` or configure Ingress controller. 

 

3. Ingress Rules 

Configure Ingress for external access (see Kubernetes Deployment step 7). 

 

4. Internal Service Communication 

Services communicate using internal JWT tokens. Master API handles routing between services. 

 

3.2.4.5. Monitoring and Logging 

1. PM2 Monitoring 

```bash 

# View process information 

pm2 status 

pm2 monit 



 
 

# View logs 

pm2 logs 

pm2 logs <app-name> 

 

# View metrics 

pm2 describe <app-name> 

``` 

 

2. Docker Logs 

```bash 

# View all logs 

docker compose logs 

 

# View specific service logs 

docker compose logs master-api 

 

# Follow logs 

docker compose logs -f master-api 

``` 

 

3. Kubernetes Logging 

```bash 

# View pod logs 

kubectl logs <pod-name> -n investudia 

 

# Follow logs 

kubectl logs -f <pod-name> -n investudia 

 



 
# View logs from all pods in deployment 

kubectl logs -f deployment/master-api -n investudia 

``` 

 

4. Health Check Endpoints 

Ensure each service exposes a `/health` endpoint that returns HTTP 200 when healthy. Configure 

health checks in your deployment method (PM2, Docker, or Kubernetes). 

 

3.3. Configuration & Setup Guidelines 

3.3.1. Post-Installation Verification 

1. Service Status Check 

```bash 

# PM2: Check all services are running 

pm2 status 

pm2 logs --lines 50 

 

# Docker: Verify all containers are healthy 

docker compose ps 

docker compose logs --tail=50 

 

# Kubernetes: Check pod status 

kubectl get pods -n investudia 

kubectl get services -n investudia 

``` 

 

2. Database Connectivity Test 

```bash 

# Test database connections 

mysql -u app_user -p -h localhost -e "SHOW DATABASES;" 



 
mysql -u app_user -p -h localhost -e "USE gb_crm_tera; SHOW TABLES;" 

mysql -u app_user -p -h localhost -e "USE gb_erp_tera; SHOW TABLES;" 

``` 

 

3. API Endpoint Verification 

```bash 

# Test Master API health endpoint 

curl http://localhost:2411/health 

 

# Test API authentication 

curl -X POST http://localhost:2411/api/v1/login \ 

  -H "Content-Type: application/json" \ 

  -d '{"email":"test@example.com","password":"test"}' 

 

# Test frontend accessibility 

curl http://localhost:2410 

curl http://localhost:2400 

``` 

 

4. Port Accessibility 

```bash 

# Verify ports are listening 

sudo netstat -tulpn | grep -E '2400|2401|2410|2411|2412|2413|2414|2415' 

 

# Or using ss 

sudo ss -tulpn | grep -E '2400|2401|2410|2411|2412|2413|2414|2415' 

``` 

 



 
Initial Setup Checklist 

- [ ] Ubuntu server hardened and secured 

- [ ] All required software installed (Node.js, MySQL, PM2/Docker/K8s) 

- [ ] Databases created and configured 

- [ ] Application code cloned and dependencies installed 

- [ ] Database migrations executed successfully 

- [ ] Environment variables configured 

- [ ] All services started and running 

- [ ] Firewall rules configured 

- [ ] Health checks passing 

- [ ] Logs accessible and monitored 

- [ ] Backup procedures configured 

- [ ] SSL/TLS certificates configured (for production) 

 

3.3.2. Troubleshooting Common Issues 

1. Service Won't Start 

```bash 

# Check logs for errors 

pm2 logs <app-name> --err 

docker compose logs <service-name> 

kubectl logs <pod-name> -n investudia 

 

# Verify port availability 

sudo lsof -i :<port-number> 

 

# Check process status 

ps aux | grep node 

``` 



 
 

2. Database Connection Errors 

```bash 

# Verify MySQL is running 

sudo systemctl status mysql 

 

# Test connection 

mysql -u app_user -p -h localhost 

 

# Check database exists 

mysql -u root -p -e "SHOW DATABASES;" 

 

# Verify user permissions 

mysql -u root -p -e "SHOW GRANTS FOR 'app_user'@'localhost';" 

``` 

 

3. Port Already in Use 

```bash 

# Find process using port 

sudo lsof -i :<port-number> 

sudo fuser <port-number>/tcp 

 

# Kill process if needed 

sudo kill -9 <PID> 

``` 

 

4. Permission Denied Errors 

```bash 

# Check file permissions 



 
ls -la /opt/investudia-investicijska-monorepo 

 

# Fix ownership if needed 

sudo chown -R deploy:deploy /opt/investudia-investicijska-monorepo 

 

# Check user permissions 

groups 

``` 

 

3.3.3. Performance Tuning 

1. Node.js Optimization 

```javascript 

// In ecosystem.config.js or Docker/K8s config 

env: { 

  NODE_ENV: 'production', 

  NODE_OPTIONS: '--max-old-space-size=2048'  // Adjust based on available RAM 

} 

``` 

 

2. MySQL Optimization 

Edit `/etc/mysql/mysql.conf.d/mysqld.cnf`: 

```ini 

[mysqld] 

innodb_buffer_pool_size = 1G  # Adjust based on available RAM 

max_connections = 200 

query_cache_size = 64M 

tmp_table_size = 64M 

max_heap_table_size = 64M 

``` 

 



 
3. PM2 Cluster Mode 

```javascript 

// Enable cluster mode for better performance 

{ 

  instances: 'max',  // Use all CPU cores 

  exec_mode: 'cluster' 

} 

``` 

 

3.3.4. Security Best Practices 

1. Regular Updates 

```bash 

# Schedule automatic security updates 

sudo apt install unattended-upgrades 

sudo dpkg-reconfigure -plow unattended-upgrades 

``` 

 

2. Secret Management 

- Never commit secrets to version control 

- Use environment variables or secret management tools 

- Rotate secrets regularly 

- Use strong, unique passwords 

 

3. SSL/TLS Configuration 

```bash 

# Install Certbot for Let's Encrypt 

sudo apt install certbot 

 

# Obtain certificate 



 
sudo certbot certonly --standalone -d your-domain.com 

 

# Configure automatic renewal 

sudo certbot renew --dry-run 

``` 

 

4. Access Control 

• Use SSH keys instead of passwords 

• Implement IP whitelisting where possible 

• Regularly review user access 

• Enable two-factor authentication 

 

3.3.5. Maintenance Procedures 

1. Regular Backups 

```bash 

# Verify backup script is working 

/opt/backup-databases.sh 

 

# Test backup restoration 

gunzip /opt/backups/gb_crm_tera_YYYYMMDD_HHMMSS.sql.gz 

mysql -u app_user -p gb_crm_tera < gb_crm_tera_YYYYMMDD_HHMMSS.sql 

``` 

 

2. Log Rotation 

```bash 

# PM2 log rotation (already configured) 

pm2 set pm2-logrotate:max_size 10M 

pm2 set pm2-logrotate:retain 7 



 
 

# System log rotation 

sudo logrotate -d /etc/logrotate.conf 

``` 

 

3. Database Maintenan 

```sql 

-- Optimize tables regularly 

OPTIMIZE TABLE table_name; 

 

-- Check table status 

CHECK TABLE table_name; 

 

-- Analyze tables 

ANALYZE TABLE table_name; 

``` 

 

4. Service Updates 

```bash 

# PM2: Zero-downtime restart 

pm2 reload all 

 

# Docker: Rolling update 

docker compose up -d --no-deps <service-name> 

 

# Kubernetes: Rolling update 

kubectl rollout restart deployment/<service-name> -n investudia 

``` 

 



 

4. User Guide 

4.2. Logging In & Authentication 

4.1.     Getting Started with the System  

Before starting to use the system, user registration is required. A user is any natural person, whether 

an employee of the Main Company, an employee of other contact companies, or a self-employed 

individual. When adding a user, it is not required that the user has access to the system Access to the 

system can be granted or denied to any user at any time, regardless of their type.  

Based on the above, the system distinguishes between four types of users:  

1. Employee: An employee is an employee exclusively of the Main Company. When the Employee 

type is selected within the form, the system will automatically disable the ability to change 

fields.  

2. Customer: If the customer is an individual, we assign them a licence and the ability to create an 

investment study/project, but we can also deactivate their licence and prevent them from 

accessing the system.  

3. Student: From the perspective of assignment of company, a student behaves the same as a 

customer. 

4. External Collaborator: An External Collaborator is a person who performs work for the 

Company but is not in a regular business relationship with it; rather, that relationship is 

governed differently (e.g. by a service contract). When the External Collaborator type is 

selected, the system has an option of allowing or not allowing the access into the system. 



 

 

Figure 1. InvestPlanner: Registration page, https://investplanner.eu/#/auth/registration 

 

Figure 2. Investplanner: Login page, https://investplanner.eu/#/auth 

 

4.1.2 Logging into the system 

After logging into the system, the user is taken to the Home page, which contains graphical 

representations of the investment study, a dashboard with key performance indicators, and the main 

navigation on the left side with 5 elements (icons). The dashboard is described in more detail in the 

subsequent sections of this manual. The navigation contains the modules available to system users.  

https://investplanner.eu/#/auth/registration
https://investplanner.eu/#/auth


 

 

Figure 3. InvestPlanner: Main screen 

In the top right-hand corner, you can access the logged user's profile and a brief description of the 

current page, graphically represented by an icon. Within the user profile, it is possible to view 

information about the system user. The user profile offers 3 options via different tabs:  

• My Profile - Displays the profile picture, basic information and the user's personal details  

• Change Password - Each user has the option to change their password within the system. 

• Changing your password 

Home page -> My Profile -> Change Password -> enter old password, enter new password -> confirm 

new password -> save 

• Logging off - To log out of the system, the user clicks the logout button, which is available after 

clicking the user icon in the top-right corner of the system. After logging out, the user will need 

to go through the login process to use the system again.  

➢ Home page -> My Profile -> Logoff button  

 

On the left-hand side of the user profile, you can see the main navigation, which contains 6 modules 

• Home Page - the initial view of the investment page  

• Investment Study - Overview and addition of all investment projects  

• System Settings - Language settings: Croatian/English/German 

• Documents – Impressum, Data Protection, Terms of Use and FAQ 

• Log out 

 



 
 

4.2. Core Functionalities (Step-by-Step) 

4.2.1 Creating a new project 

Creating a new project begins by selecting the Investment Study option from the main navigation on 

the left. After that, you need to click the button + Add Investment Study, which opens the form to 

enter the basic project details. Once all the required information has been entered, clicking the Create 

Project button saves the project and returns the user to the home screen, where they can select the 

newly created project. 

 

4.2.2 Adding a new investment study 

When creating a new project or investment study, the user must fill in the following basic information: 

• Title – a clear title that accurately describes the project's content must be entered, for example, 

‘Development of an application for Gauss’. 

• Number of business years – determines the project's time frame, which should correspond 

to the loan's duration or the period for which the investments are planned. This data cannot 

be changed later. 

• Calendar year of the first business year – the year in which the project begins its operational 

activities. For example, if the project is created in 2022, the first business year can be 2023. 

• Currency – the currency in which the project's financial indicators will be recorded. This setting 

can be adjusted later as required. 

• Create – clicking this button saves the project in the application and returns the user to the 

home screen with a list of all created projects.  

• Cancel – returns to the previous page without saving the entered data. 

 



 

 
Figure 4. InvestPlanner: New investment study definition 

4.2.3 Searching existing and exporting list of studies 

After creating a project, the system returns the user to the main dashboard where all projects can be 

viewed. The search form for all projects is located in the central part of the screen and allows projects 

to be searched by name or creation time. Projects are numbered from 1 to 100 and are sorted 

alphabetically. 

 

 
Figure 5. InvestPlanner: Searching existing and exporting a list studies 

4.2.4 Further options  

The investment study data can be edited by clicking the three-dot icon to the right of each project, 

which opens a menu with four basic options: 

• Edit - allows you to edit the basic project data, such as the name, number of years, currency 

and other settings.  

• Impressum data - allows you to change the study name and add data of general data of the 

study: study summary, project name, client, supplier, document version number and revision 

date. 



 
• Graphical Indicators - displays an overview of the business through operating income, 

financial income and extraordinary income. The charts allow you to view the data for each year 

individually, depending on the period covered by the project.  

• Print - allows you to export the study, with the option to select specific items for printing.  

• Duplicate - allows you to duplicate the study. 

• Delete - allows you to permanently delete the project or investment study. 

 

Figure 6. InvestPlanner: Further options 

 

4.2.5. General functionality within a defined study 

AI plays an important role throughout the InvestPlanner solution and is embedded in several key parts 

of the user journey. The solution does not only guide users through the structure of an investment 

study, but also supports them in understanding, writing, improving and interpreting the content they 

prepare. The AI-supported modules include: 

 



 
Educational AI supported modul 

Users can learn through the solution’s integrated AI how to prepare investment studies and 

understand the main elements of business and investment planning. This helps users who have limited 

previous experience with structured investment documentation. 

By selecting the AI Assistant button in the upper-right corner, a pop-up window with the AI assistant 

will appear. 

Figure 7. InvestPlanner: AI Educational Assistant  

 

 



 
Writing and structuring AI supported modul 

Users can write, organise and improve their investment studies with the support of the integrated AI. 

The AI helps transform initial business ideas, fragmented inputs and incomplete descriptions into 

clearer, more consistent and professionally structured content. 

Figure 8. InvestPlanner: Writing and structuring AI supported modul 

 

 



 
Interpretation of financial data AI supported modul 

Users can interpret financial data, figures and indicators with the support of the integrated AI. This 

includes assistance in understanding financial assumptions, KPI-related insights and possible areas for 

improvement. 

 

Figure 9. InvestPlanner: Interpretation of financial data AI supported modul 

Downloading an Excel table 

Data from the study can be exported into Excel tables for further analysis or archiving. By clicking the 

“Export table” button, a table with a list of all current projects opens, which can be downloaded and printed 

if needed. 

 

Figure 10. InvestPlanner: Downloading an Excel table 

 



 
Linked financial tables and transparency of calculations 

InvestPlanner uses three methods for populating tables: manual entry, data import from another 

section, and automatic calculation. This approach is methodologically beneficial as it reduces duplicate 

data entry and the risk of mathematical errors. However, users must clearly understand where data is 

entered, where it is only displayed, and where it is calculated. 

• Manual entry: The user directly inputs values, e.g., products, prices, salaries, depreciation, loan 

terms, or investment estimates. 

• Imported value: The table displays data entered in another section. The user does not modify 

the value here but in the source section. 

• Automatic calculation: The system calculates the value based on previous inputs and financial 

logic. 

 

Tables imported from other sections 

Table / section Data source Recommended user label 

Entrepreneur’s existing assets – 

section 1.3 

Depreciation – section 9.6 Imported from: 9.6 

Depreciation 

Market analysis summary – 

section 2.3 

Total revenues – section 9.8 Imported from: 9.8 Total 

revenues 

Annual salary budget – section 

3.2 

Staffing needs analysis Imported from: Staffing needs 

analysis 

 

Tables calculated automatically 

Automatic table Basis for calculation 

Total revenue – section 9.8 Revenue from products and services 

Total expenses – section 9.9 Costs of materials, services, salaries, and 

depreciation 

Profit and loss statement – section 9.10 Total revenues, total expenses, and tax 

assumptions 

Investment structure – section 9.3 Estimated investments by type and year 

Sources of financing – section 9.4 Investment estimates and financing structure: 

equity, loans, grants 



 
Loan repayment plan – section 9.5 Loan amount, interest rate, repayment period, 

and grace period 

Working capital projection – section 9.11 Revenues, costs, and turnover days of 

receivables, liabilities, and inventory 

Financial and economic flow – sections 9.12 and 

9.13 

Revenues, expenses, sources of financing, and 

depreciation 

Balance sheet projection – section 9.14 Assets, investments, loans, and depreciation 

Financial indicators – section 10.1 Balance sheet projection and liquidity, leverage, 

and profitability indicators 

Market evaluation – section 10.2 Financial and economic project flow, ROI, NPV, 

and IRR 

 

Recommended user message: 

If a value in an automatic table is not as expected, do not change it in that table. Correct the data in the 

source section, such as products, salaries, depreciation, investment, or loan terms, and the related 

tables will update automatically. 

 

Adding rows to a table 

The number entries in a table are unlimited, and data are entered by clicking the + icon to add new 

items. 

 

4.3. Creating a new investment study 

After creating the study, click on Investment Study, then select the project you have created and click 

on its name. This opens the Prescribed Menu, which consists of 12 basic elements required for the 

project's implementation. Each of these elements contains multiple subsections: 

1. Description of the entrepreneur / project owner 

2. Market analysis 

3. Dynamics and structure of employees  

4. Technical elements of the investment 

5. Location 

6. Environmental Protection 



 
7. Investment Implementation Dynamic 

8. Marketing Plan 

9. Economic-financial Analysis 

10. Economic Market assessment  

11. Sensitivity Analysis 

12. Conclusion 

 

 
Figure 11. InvestPlanner: Investment study definition main menue 

4.3.1. Description of the Entrepreneur / Project Lead 

In this section, a brief written description of the entrepreneur or project lead is required. This includes 

basic information such as the date of establishment, founders, the main business activity, and key 

information about the owners. The entrepreneur description consists of five basic sections: 

4.3.2 Information about the Entrepreneur / Project Lead 

1. Information about the entrepreneur / project holder 

This subsection provides more detailed information about the Project Lead. It is necessary to 

describe: 

• significant past activities and investments 

• the activities carried out by the entrepreneur 

• the locations where they operate 

• the assets and land they own 

• planned activities and their potential impact on business operations 



 
• key personnel responsible for the project's implementation 

2. The entrepreneur's business activity 

3. The entrepreneur's existing assets 

4. Financial analysis of past performance 

This subsection presents the company’s performance over a specific period, including key financial 

items such as revenue, expenses, profit, and loss. When the Import button is clicked, a menu opens 

with two options: 

· Import the last two years (Croatian Annual financial report format) 

· Import the previous two years (Croatian Annual financial report format) 

By importing data from the Croatian Annual financial report, the project table is automatically 

populated and can contain financial data for up to four years (e.g., 2026/2025 and 2024/2023). If it is 

necessary to remove the entered data, this can be done by clicking the Remove data button. 

For users who do not use the Croatian annual financial report format, the table can be filled in 

manually. 

5. Assessment of the investor's development opportunities 

 

4.3.2. Market analysis 

In this section, it is necessary to collect all secondary data on the product, customers, and competition. 

It is also possible to conduct independent market research, as well as statistical analysis of the collected 

data, market segmentation, and a detailed analysis of market opportunities and threats. 

The market is a dynamic element of the external environment of every business entity and is 

considered one of the most important factors influencing business performance. Continuous 

monitoring of market trends and understanding changes in supply and demand are essential for 

making timely business decisions. 

For every business entity to operate effectively in the market, a high-quality market analysis is 

necessary, particularly in the procurement and sales markets. Every business idea, project, or venture 

begins with the needs, problems, and desires of potential customers. It is wrong to start with a solution 

or product and only then look for a market for it, as this often leads to disappointment and financial 

losses. 

Market analysis includes three basic forms: 

1. Sales market 

The first step in the market analysis process is obtaining information about the procurement 

market. This includes organized and systematic market research in order to collect, analyze, 



 
and interpret data on suppliers, procurement items, prices, procurement channels, 

environmental requirements, transport, customs duties, and taxes. 

These data directly or indirectly affect procurement conditions and business decisions. Based 

on the information obtained, the company can make sound decisions on securing the 

necessary resources for production and business operations. 

2. Procurement market 

Speaking of the market area in which this product is placed, for now it concerns exclusively 

customers from the territory of the Republic of Croatia. Over time, as the product is further 

upgraded and demand for it grows, exports outside Croatia, namely to European countries, 

would begin. 

The sales market consists of the product, the consumer, the price, and the competition. The 

approach to the consumer includes activities through which the seller seeks to attract the 

attention of potential consumers and interest them in the offer of goods. 

3. Market analysis summary and income estimation 

In this section, the table is for informational purposes and automatically generates data from 

the following tables: Formation of Total Revenue. Here, it is possible to add items such as sales 

revenue, operating income, and other income. 

Market analysis is essential for setting goals and developing a strategy for placing the product 

on the market. This includes an analysis of the external environment, competition, and the 

target consumer group. Without a clear assessment of potential revenues and market 

conditions, it is difficult to successfully position the product and achieve long-term business 

goals. 

➢ The table is automatically created from the following sections: Formation of Total 

Revenue. 

➢ Sales revenue, operating income, and other income can be added in the following 

tables. 

 

4.3.3. Employees dynamic and structure 

In this section, it is necessary to describe how many people are employed on the project, their 

qualifications, educational background, plans for additional hiring, and the dynamics of employment 

growth during the project period, usually over a period of ten years. The analysis includes data on the 

current number of employees, their educational background, plans for expanding the team, and salary 

costs. 

The dynamics and structure of employees consist of two basic forms: 



 
1. Wanted staff analysis 

This section includes entering data on employees by year, the total salary cost (gross II), as well 

as their educational qualifications according to EQF levels (European Qualifications 

Framework). Data entry is mandatory in order to obtain an accurate annual gross salary 

budget. 

2. Year salary budget 

This subsection enables the tracking of employee statistics, including the number of employees 

on permanent and fixed-term contracts, the number of full-time and part-time employees, and 

the final number of employees. 

Data entry includes: 

• Classification of employees according to educational qualifications and employment 

status. 

• Statistics on the number of employees by year during the project period. 

• Planned hiring of new employees. 

4.4.4. Technical investment elements 

This section enables the textual entry of the technical features required for project implementation. If 

the project includes technical investment elements, the relevant forms must be completed. If the 

technical elements are not relevant to the project, completing them is not mandatory, and these data 

will not be included when the document is printed. 

The technical elements of the investment consist of five basic forms: 

1. Technology process description 

This form enables the description of the technological process, including all stages of 

production, from raw materials to the finished product. If the project includes innovative 

products or processes, it is necessary to prepare an overview of the state of the art and select 

the appropriate technologies for project implementation. 

➢ If there is no production process, this form does not need to be completed. 

2. Goods, materials and energy expenses 

This form enables the entry of data on the quantity of raw materials, materials, and energy 

sources required for the production process. It is also possible to enter information on 

materials that are already in stock but do not currently need to be procured.Technical 

investment structure 

3. Project buildings characteristics / business facilities 



 
This form enables the entry of data on buildings and business premises required for project 

implementation. This includes information on existing facilities, planned construction works, 

required permits, and infrastructure availability. 

4. Technological capacity and production volume 

This form enables the textual entry of the planned production capacity and the formation of 

operating income. It consists of two parts: 

- Planned production capacity and structure 

This subsection enables the entry of data on the planned production capacity and 

structure. Data are entered through a tabular overview of products, which are added 

using the plus icon (+). This opens a window for entering the product name, unit of 

measurement, and planned quantities. After entry, the data can be edited, including 

changes to units of measurement and product prices. 

Key steps include: 

- Adding the product name 

- Entering the unit of measurement (pcs, kg, liter, m², etc.) 

- Entering the planned annual production quantities 

- Changing the product price per unit of measurement 

- Formation of operating income 

The Formation of Operating Income table is automatically populated based on the data 

entered in the previous table, Planned Production Capacity and Structure. This table is 

essential for assessing the financial results of the project, as it shows the expected 

revenues based on the planned quantities and sales prices of the products. 

▪ The Formation of Operating Income table is also visible in section 2.3 Summary 

/ Revenue Achievement Assessment. 

▪ Changes in planned production quantities and sales prices are automatically 

reflected in this table. 

 

4.4.5. Location 

In this section, a brief description of the project location for which the investment study or project is 

being prepared is entered. More detailed information about the location, including ownership, 

infrastructure, transport connections, and other relevant characteristics, is entered in the following 

Location Analysis tables. 

1. Location analysis 



 
In this subsection, it is necessary to describe the legal basis for using the location, including 

ownership, lease, or other forms of the right to use the premises. It is also necessary to verify 

whether an environmental impact study, building permit, or other required approvals for 

carrying out activities at the selected location must be obtained. 

 

4.5.6. Human environment protection 

This section enables the entry of data on the project’s environmental impact. If the project has a 

significant environmental impact, all relevant aspects must be described, including emissions into the 

air, water, soil, and the public drainage system, as well as waste management. 

1. Project effect on environment 

In this subsection, it is necessary to describe how the project may have a positive or negative impact 

on the environment, including measures to reduce negative impacts and plans for preserving natural 

resources. 

 

4.4.7. Investment realization dynamics 

In this section, it is necessary to provide a textual description of the planned project implementation 

period, including key milestones and investment phases. This may cover one, two, or more years, 

depending on the complexity and scope of the project. Planning the investment dynamics is essential 

for precise cash flow management and cost control. 

1. Project feasibility analysis and work dynamics 

This subsection includes a textual entry of the project feasibility assessment, including economic, legal, 

technological, location-related, organizational, time-related, and other key factors. The objective is to 

determine the justification of the project and identify potential risks and obstacles to its 

implementation. 

 

4.4.8. Marketing plan 

The marketing plan is a key document for the successful implementation of the project, as it defines 

strategies for placing products or services on the market, attracting new customers, and retaining 

existing ones. The plan includes defining the target market, analyzing the competition, budgeting the 

costs of marketing activities, and planning sales campaigns. 

The marketing plan consists of: 

• Marketing activity plan and cost budget 



 
In this subsection, we define the planned costs of marketing activities, including advertising, 

promotion, digital marketing, and other activities aimed at attracting new customers and 

retaining existing ones. The number of cost entries is unlimited, and data are entered by 

clicking the + icon to add new items. 

• Marketing report 

In this subsection, it is possible to add planned costs by month for each individual year of 

operation. This table enables detailed planning and monitoring of marketing costs, which is 

essential for budget control and the optimization of marketing activities. 

 

4.4.9. Economic financial analysis 

This section enables the textual entry of data on the financial elements of the project, including planned 

costs, sources of financing, depreciation, revenue and expense budgets, and profitability analysis. The 

economic and financial analysis is essential for assessing the overall cost-effectiveness of the project, 

as it enables precise monitoring of financial flows and evaluation of investment efficiency. 

The economic and financial analysis includes: 

1. Fixed assets estimate investment 

Fixed assets include business assets that are used in the reproduction process for more than 

one year. This category includes intangible and tangible assets that are used long-term in 

business cycles. The value of fixed assets is usually high, and their acquisition is financed from 

own and long-term sources, including long-term loans. 

It consists of: 

o Estimated value of investment in intangible assets 

Intangible assets include business licenses, patents, copyrights, software tools, and 

other intellectual resources required for business operations. Values are entered 

through a form that enables the addition of item names and corresponding amounts. 

o Estimated value of investment in tangible assets 

Tangible assets include buildings, land, equipment, tools, vehicles, and other physical 

resources required for project implementation. This item covers all fixed business 

assets used in day-to-day operations. 

2. Current assets estimate investment 

Current assets include business assets that are expected to be used within a period of less than 

one year. This category includes the costs of energy sources, office supplies, consulting 

services, and other items required to start business operations. 



 
➢ Current assets must be clearly defined and entered before the project starts generating 

revenue. 

3. Sum estimate investment 

This section enables the textual entry of basic data on the total estimated investment value, 

including fixed and current assets, permanent working capital (PWC), and other resources. 

It consists of: 

o Structure of investment in fixed and current assets 

This subsection includes the automatic completion of a table with data on the structure 

of investments in fixed, intangible, and current assets. 

o Budget of investment costs by year 

The table in this section must correspond to the table of the total estimated investment 

value. It shows the investment dynamics by year and enables tracking of the investment 

allocation throughout the project period. 

➢ The values from the total estimated investment value table must correspond to 

the budget of investment costs by year. 

4. Finance sources 

In this subsection, all sources of project financing must be defined, including own funds, grants, 

loans, and other external financing. It is important to ensure that the total amounts of funds in 

this table are equal to the total estimated investment value, so that the financial plan is 

consistent. 

➢ The total amounts in the sources of financing must match the total amounts from the 

previous table, Total Estimated Investment Value. 

5. Credit terms and calculation 

In this subsection, a loan calculator is used to calculate the total loan costs, including interest, 

annuities, and total repayment costs. The calculator automatically calculates annual interest, 

annuities, and the remaining principal based on the entered data. 

The entry includes: 

o Principal amount 

o Interest rate 

o Number of years of loan repayment 

o Grace period years, if applicable 

For start-up’s and organizations that lack sufficient liquidity in the initial phase, it is 

recommended to introduce the option of a loan repayment grace period. The grace period 



 
should be clearly displayed in the repayment plan, and the user must be able to see its impact 

on interest, repayment instalments, cash flow, and the total cost of financing. 

➢ The number of years of the loan term should be one year longer if a grace period is 

used. 

➢ The first year of repayment includes only interest, without principal repayment. 

➢ It is necessary to define what will be financed from the loan in order to ensure 

consistency with the previous tables. 

6. Depreciation 

Depreciation represents the gradual decrease in the value of fixed assets over time, in 

accordance with their useful life and method of use. In this subsection, all parameters required 

for calculating depreciation are entered, including the acquisition value, initial month, and year 

of use of the fixed asset. 

➢ If the machine was acquired in March 2022, the initial month of depreciation is April 

2022. 

➢ Depreciation is calculated using the straight-line method, with a fixed depreciation rate 

corresponding to the minimum tax rates. 

Fixed Assets from the Project 

This section includes fixed assets acquired through the project, such as machinery, equipment, 

and buildings. 

Assets from the Previous Period Not Acquired Through the Project 

This section includes fixed assets that were already in use before the start of the project. These 

assets are also depreciated, but were not financed from project funds. 

➢ The depreciation cost of these assets continues to be calculated over the years, 

regardless of the fact that they were not financed through the project. 

Assets from the Future Period Not Acquired Through the Project 

This section includes fixed assets that are not financed from project funds but will be added in 

the future. This may include equipment, buildings, or vehicles planned for purchase during the 

project period. 

➢ These assets are depreciated independently of the project and are not included in 

project financing. 

7. Expenses budget and prices calculation 

In this section, all planned costs related to business operations are entered, including material 

costs, service costs, and other costs. This section provides a detailed overview of all operating 



 
costs, including basic raw materials, services from external suppliers, and other business 

expenses. 

Material Costs 

In this part, it is possible to add material costs, such as raw materials, energy sources, and other 

basic materials required for production. 

Service Costs 

In this section, costs of external services are entered, including transport, marketing, consulting 

services, and other services required to support business operations. 

Other Costs 

This section includes all other costs that are not directly related to production or external 

services, such as travel expenses, insurance, bank fees, and other administrative costs. 

8. Total income 

In this subsection, all planned company revenues are entered, including revenues from the sale 

of products, services, operating income, financing income, and extraordinary income. 

➢ The company’s total revenue forms the basis for calculating profitability and business 

sustainability. 

➢ Revenues are entered manually, and the table can be updated during the project 

period. 

Explanation: 

The company’s total revenue consists of the value of sold products and services produced by 

the company. It also represents the value expression of the sales plan, where the unit selling 

prices for each assortment item are multiplied by the planned annual sales volume of the 

product. From this, we can conclude that total revenue equals the product of the selling price 

and the sales quantity. 

Revenue from individual products is obtained by multiplying the product price by the quantity 

of products sold. Total product revenue is obtained by adding together the revenue from each 

individual product, while the main total revenue is obtained by adding together the total 

product revenues. 

In addition to revenue from the sale of products and services, the company also has other 

revenues that are included in total revenue: 

o Operating income 

o Financing income 

o Extraordinary income 



 
The company generates the largest share of its revenue through its business operations, 

namely through the sale of products and services. In addition to this method of generating 

revenue, the company also has other sources, such as revenue from the sale of materials, 

waste, and small materials; revenue from the sale of merchandise; rental income; income from 

subsidies, grants, refunds, and other operating income. 

Revenue generated from the sale of products, goods, and services represents the most 

significant part of every company’s revenue. The volume of business and the amount of total 

revenue largely depend on the prices at which products will be sold and on the terms of sale. 

The operation of the law of supply and demand significantly affects the amount of total 

revenue. 

Financing income is generated independently of financing expenses. These are revenues 

resulting from the placement of surplus available cash funds. 

Extraordinary income may include income from subsidies and aid, income from received 

awards, income from received approvals, and income from the sale of fixed assets. 

9. Total expenses 

This section enables the entry of all planned company expenses, including the costs of 

materials, services, labor, depreciation, and loan interest. Most of the data for this table are 

automatically pulled from previous tables, such as: 

• Depreciation — pulls amounts from the depreciation calculation 

• Labor costs — pulled from the salary cost calculation 

• Material costs — pulled from the cost budget and price calculation table 

• Service costs — pulled from the service cost table 

• Loan interest — pulled from the loan liability calculation table 

 

➢ Negative exchange rate differences and other financial expenses must be entered 

manually. 

10. Profit and loss statement 

The profit and loss statement (P&L) is a basic financial statement that shows the company’s 

total revenues, expenses, and financial result for a specific accounting period. This statement 

automatically pulls data from the revenue and expense tables, with the option to manually 

change the corporate income tax rate. 

Ways to improve business results: 

o Increase revenue while maintaining the same level of expenses 

o Reduce expenses while maintaining the same level of revenue 



 
o Reduce expenses more than revenue decreases 

o Increase revenue more than expenses increase 

Tax rates and the tax treatment of profits differ across countries in the Danube region. For this 

reason, the input of tax rates is defined with two different rates and one taxable income 

threshold. 

➢ Clicking the “Show previous year” option enables a comparison of business results 

between the current and previous year. 

Start-up mode: Do not display previous years (-1 to -4) if the user has no historical business 

activity. 

11. Projection of required working capital 

The projection of required working capital includes the calculation of funds needed for current 

operations, including raw materials, materials, inventories, receivables, salary costs, and other 

operating costs. Most of the data in this table are automatically pulled from other parts of the 

investment study, but additional items may be entered manually as needed. 

➢ Inventories of products/goods — pulls the amount of sales revenue by year 

➢ Raw materials and materials — pulls the amount from the formation of total expenses 

➢ Trade receivables — pulls the amount of revenue from goods sold 

➢ Other operating costs — pulled from the cost budget and price calculation table 

➢ Input VAT — calculated based on the value of goods sold 

➢ Suppliers not yet due — pulls the amount of all material costs, service costs, and other 

costs 

➢ Labor costs / salaries — pulled from the salary cost calculation table 

➢ Depreciation — pulled from the depreciation calculation table 

➢ Interest — pulls the amount from the loan calculation 

➢ Tax — pulls the amount from the profit and loss statement 

➢ Difference — shows the difference between working capital and sources for current 

operations 

➢ Investments in working capital — pulls the amount from the estimated value of 

investment in current assets 

12. Financial flow 

Cash flow represents an overview of all cash inflows and outflows during the project period. 

This table enables the monitoring of cash flows on an annual basis, including revenues, sources 

of financing, loan principal, financial expenses, and taxes. 



 
➢ Total revenues — pulled from the profit and loss statement table or the total revenue 

formation table 

➢ Sources of financing — pulled from the sources of financing table on an annual basis 

➢ Own sources — pulled from the sources of financing table, including loans, grants, and 

the transfer of existing sources 

➢ Residual value of the project — pulled from the depreciation budget or may be entered 

manually for current assets 

➢ Receipts from other grants — manual entry of additional sources of grants 

➢ Investments in fixed and current assets — pulled from the estimated investment value 

➢ Material costs — pulled from the cost budget and price calculation table 

➢ Service costs — pulled from the cost budget and price calculation table 

➢ Other costs — pulled from the cost budget and price calculation table 

➢ Personnel costs — pulled from the profit and loss statement table or from the salary 

cost budget table 

➢ Financial expenses — pulled from the loan liability calculation table or the profit and 

loss statement 

➢ Corporate income tax — pulled from the profit and loss statement table 

➢ Loan principal — pulled from the loan liability calculation table 

➢ Net receipts — the difference between receipts and expenditures 

➢ Cumulative amount — adds together total receipts and expenditures over the project 

years 

13. Economic flow 

Economic flow represents an overview of all economic inflows and outflows of the company, 

excluding financial resources from loans. Unlike cash flow, economic flow focuses exclusively 

on operating and investment activities, without the impact of external financing through loans. 

➢ Sources of financing from loans are not included in the economic flow. 

➢ Economic flow includes only own sources of financing, grants, and operating income. 

14. Balance projection 

The balance sheet projection provides an overview of the company’s total assets, liabilities, and 

equity on the last day of the budgeted year. The balance sheet shows the state of the company’s 

assets and the sources of those assets, and enables an assessment of the company’s long-term 

financial stability. 



 
➢ The balance sheet includes all operating, investment, and financing activities of the 

company. 

➢ Clicking the “Show previous year” option enables a comparison of the balance sheet for 

the current and previous year. 

 

4.4.10. Market rating 

The economic and market assessment represents an analysis of the efficiency and profitability of the 

investment project, using static and dynamic methods for assessing financial performance. This 

process includes the calculation of various financial indicators based on data from financial statements, 

such as the profit and loss statement, balance sheet, trial balance, and special financial reports. 

➢ The static assessment uses indicators from existing financial statements. 

➢ The dynamic assessment uses cash flows throughout the entire project period. 

 

Static Assessment of Investment Project Efficiency 

The static efficiency assessment includes an analysis of financial indicators such as liquidity, 

indebtedness, activity, cost-effectiveness, profitability, and coverage. These indicators enable the 

assessment of project performance based on data from the balance sheet and profit and loss 

statement. 

Statistical evaluation of the efficiency of an investment project is automatically completed by importing 

the Income Statement and Balance Sheet tables, and it provides key financial indicators necessary for 

analysing the project's performance. This section consists of four basic forms: 

· Profitability indicator – measures the company’s ability to meet its short-term obligations. 

· Indebtedness indicator – measures the extent to which the company is financed through 

external sources. 

· Activity indicator – measures how efficiently the company uses its resources. 

· Performance indicator – includes indicators of cost-effectiveness, profitability, and investment 

performance. 

 

1. Static assessment of investment project efficiency 

Current ratio: This indicator measures a company’s ability to meet its short-term obligations 

and is one of the most important liquidity indicators, as it compares the coverage and the need 

for capital within a one-year period.  



 
• If it is less than 1.5 → the company may run out of funds to settle its short-term 

liabilities. 

• If it is 2 or higher → the company has twice as much cash, receivables, and inventory 

as the short-term liabilities that are due for payment. 

Quick Ratio: The quick ratio shows the relationship between current assets (excluding 

inventory) and current liabilities. This indicator provides a more precise insight into a 

company’s ability to settle its short-term liabilities without the need to sell inventory, thereby 

avoiding a potentially negative impact on the company’s liquidity. 

• The desirable value is one that does not deviate significantly from the industry 

average. 

• The recommended minimum value is 0.9. 

• The optimal value is 1 or higher. 

Cash Ratio: This indicator measures the extent to which short-term liabilities are covered by 

liquid current assets, namely cash. In practice, this ratio is considered not to be lower than 0.10 

(10%), because a company with low immediate liquidity may have difficulty settling its short-

term liabilities without delaying payments or seeking additional sources of financing. 

• The ratio should not be lower than 10%. 

Financial Stability Ratio: The financial stability ratio represents the relationship between fixed 

assets and equity increased by long-term liabilities. This ratio should be less than one, because 

part of the long-term sources of financing should be used to finance not only fixed assets but 

also current assets. Therefore, a decrease in this ratio is a positive trend, because if fixed assets 

engage liquid current assets, this may reduce the company’s ability to settle its current 

liabilities. 

• If it is < 1 → current assets should be financed from part of the long-term sources 

of financing. 

• If it is > 1 → fixed assets are financed from short-term liabilities, which means that 

there is a working capital deficit. 

 

Debt indicators show the capital structure and the ways in which a company finances its assets. 

They measure the degree to which the company uses borrowed financial resources and 

indicate its financial risk and flexibility. A high level of debt may reduce the company’s financial 

flexibility, make it more difficult to attract new investors, and increase the risk of bankruptcy. 

However, if debt is kept under control and borrowed funds are used properly, this may result 

in an increase in the return on invested capital. 

2. Dynamic project rating 



 
Dynamic analysis assesses the financial performance of a project by taking into account the 

time value of money. This method uses economic flow projections and discounts future cash 

flows in order to obtain a realistic assessment of the project’s cost-effectiveness. 

Dynamic assessment methods include: 

• Investment payback period method: the time required to recover the initial 

investment. 

• Discounted payback period method: the time required to recover the initial 

investment, taking into account the time value of money. 

• Net present value method (NPV): the difference between the present value of the 

project’s cash inflows and outflows. 

• Profitability index: the ratio between the present value of inflows and the present 

value of outflows. 

• Internal rate of return method (IRR): the discount rate that brings the NPV to zero. 

 

➢ Dynamic analysis includes an assessment of net cash flows throughout the entire 

project period. 

➢ All future inflows and outflows are taken into account, including interest, depreciation, 

operating costs, and taxes. 

3. Return of investment method 

The investment payback period method is a basic method for assessing the cost-effectiveness 

of an investment project. This method measures the time required to recover the initial 

investment, i.e., the number of years in which the invested money will be recovered through 

the cash flows generated by the project. 

4. Net current value method 

The net present value method (Net Present Value – NPV) is one of the most important dynamic 

methods for assessing the financial performance of investment projects. This method takes 

into account the time value of money and converts future cash flows into their present value. 

➢ NPV takes into account the time value of money. 

➢ A positive NPV means that the project is financially viable. 

➢ A negative NPV means that the project will not recover the initial investment. 

5. Relative current value method 

The relative present value method (Relative Present Value – RPV) is used to compare different 

projects with different investment levels. It enables an assessment of how many units of 

present value the project generates for each unit of invested capital. 



 
➢ An RPV above 1 means that the project is cost-effective, while an RPV below 1 means 

that the project is not cost-effective. 

6. Internal profitability rate method 

The internal rate of return method (Internal Rate of Return – IRR) represents the discount rate 

that equalizes the present value of expected outflows with the present value of expected 

inflows. It is the discount rate at which the project’s NPV equals zero. 

➢ If the IRR is higher than the discount rate, the project is cost-effective. 

➢ IRR is more complex to calculate, but it provides a clear assessment of the project’s 

profitability. 

The internal rate of profitability method (Internal Rate of Profitability – IRP) is used to assess 

the cost-effectiveness of investment projects. It measures the project’s rate of return as the 

discount rate that equalizes the present value of expected outflows with expected inflows 

throughout the entire project period. In other words, it is the discount rate at which the net 

present value (NPV) equals zero. 

➢ If the internal rate of profitability is greater than or equal to the opportunity cost of 

capital, i.e., the market capitalization rate, the project is considered financially viable. 

➢ The method takes into account the time value of money. 

➢ IRP is often used together with the NPV method as an additional check of the project’s 

financial viability. 

4.4.11. Project sensitivity 

Sensitivity analysis is a very important method in business planning. Every business venture carries a 

certain risk of failure. Ultimately, failure results in the project being unprofitable. For this reason, it is 

important to detect risks that affect business success in a timely manner. It is also important to identify 

the parts of the business that are particularly sensitive to changes. Sensitivity analysis shows how 

certain changes affect the project. Since this analysis is used to determine profitability, it also enables 

us to determine how changes increase profitability and to take positive measures accordingly. 

1. Project sensitivity analysis 

Project sensitivity analysis is carried out in several steps: 

• Defining variables: identifying the key project variables that have the greatest impact 

on financial results. 

• Grouping variables: variables are grouped in order to more easily assess their impact 

on the project’s profitability. 

• Calculating sensitivity indicators: measuring the impact of changes in individual 

variables on the project’s financial result, e.g., NPV, IRR, payback period. 



 
• Assessing the overall impact: analyzing how changes in key variables affect the overall 

profitability of the project. 

Examples of sensitivity indicators: 

• Net present value (NPV) 

• Internal rate of return (IRR) 

• Investment payback period 

• Profit margin 

• Return on investment (ROI) 

Performance Indicators 

Performance indicators are used to measure the profitability and financial stability of a 

company. These indicators enable analysts and investors to assess how effectively the 

company uses its resources to generate profit. They are also used for making investment 

decisions and evaluating the performance of the company’s management. 

➢ Profitability indicators show how successful the company is in generating profit in relation 

to the funds invested.• They can be used to analyze past results, as well as to forecast future 

profit. 

Examples of indicators: 

• Return on equity (ROE) 

• Return on total assets (ROA) 

• Net profit margin 

• Gross profit margin 

• EBITDA margin 

 

Break-Even Point 

The break-even point represents the minimum level of sales or production at which a company 

covers all its costs, without generating either a profit or a loss. It is a key indicator of financial 

stability because it shows how many products the company must sell in order to operate 

without losses. 

➢ If total revenue is higher than the break-even point, the company generates a profit. 

• If total revenue is lower than the break-even point, the company operates at a loss. 

 



 
4.4.12. Conclusion 

1. Final project rating 

The conclusion represents a summary of the key information and results of the investment study. In 

this section, it is necessary to highlight the most important information related to the project, including 

the profitability assessment, market analysis, financial feasibility, and overall project evaluation. 

➢ The data in the conclusion must not appear for the first time, but must be a summary of earlier 

sections. 

➢ The conclusion serves to highlight the most important information presented in the previous 

sections. 

 

4.5. Core Enhanced Capabilities:  

Step-by-Step Intelligent Guidance  

• Clearly structured guidance leads users systematically through each section of their investment 

study. 

• Simplifies complex financial, market, and business concepts, ensuring clarity and logical 

coherence.  

• Helps ensure completeness, consistency, and persuasive articulation of ideas throughout the 

study.  

 

Advanced KPI Analytics and Strategic Recommendations  

• Deep analysis of Key Performance Indicators (KPIs) to assess strengths, weaknesses, and 

opportunities.  

• AI-generated recommendations propose actionable strategies for KPI enhancement and 

overall business performance improvement.  

• Enables data-driven decision-making, increasing the investment's attractiveness and credibility.  

 



 

 
Figure 12. InvestPlanner: KPI Analytics and Strategic Recommendations 

 

Content Generation and Enhancement with AI  

• AI-driven content assistance helps users craft descriptive narratives, financial insights, and 

market analyses.  

• Enhances professional language, coherence, and persuasive impact, ensuring compelling 

storytelling that engages investors.  

• Reduces time spent on writing and revisions, significantly accelerating project completion.  

 



 

 
Figure 13. InvestPlanner: Content Generation and Enhancement with AI 

 

Intelligent Section-by-Section Analysis  

• Real-time evaluation of individual sections, highlighting gaps, inconsistencies, and 

opportunities for improvement.  

• Delivers precise, actionable feedback and insights, guiding users toward higher-quality outputs.  

• Ensures robustness and clarity across all parts of the investment document.  

 



 

 
Figure 14. InvestPlanner: Section-by-Section Analysis 

 

Professional document Generation  

• Instant, high-quality document generation, optimized for professional submissions and 

presentations.  

• Ensures formatting consistency, adherence to regulatory and industry standards, and superior 

presentation quality.  

• Saves valuable time, enabling focus on strategic business activities and investor engagement. 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 15. InvestPlanner: Document Generation 

 

4.3.3. Frequently Asked Questoins 

1. What does the InvestPlanner application allow me to do? 

InvestPlanner enables structured conception of investment studies through a system bridging 

business, financial and analytical data. The application helps users organise projects, create financial 

projections, monitor business indicators and generate professional documentation necessary for 

presenting the project to investors, banks or other business partners. The special value of the 

application is that all data is interconnected, so any change is automatically reflected in the financial 



 
tables, analyses and the final document. This significantly simplifies the process of creating and 

adjusting the investment study. 

 

2. What are the main functionalities of the InvestPlanner application? 

InvestPlanner combines several functionalities required to create and analyse investment projects in 

one place. The application allows the conception of investment studies through a structured process 

of entering business and financial data, with automatic display of key business and financial indicators. 

Users are enabled to link financial tables and automatically update all related data after changes, which 

reduces the possibility of errors and speeds up work on the project. In addition, the application 

supports the import of financial statements (GFI-POD forms), allowing easier entry of existing financial 

data, as well as the export of documentation to Word format for further refinement and adjustment. 

The system also allows the comparison of financial analyses and development of multiple scenarios 

based on different assumptions and variables, which is especially useful when assessing risks and 

testing different business options. Thanks to the interconnection of all data and analyses, it is possible 

to quickly adapt the project to new market circumstances, changes in costs or other important factors 

without the need to manually adjust the entire documentation. 

 

3. Does using the InvestPlanner application save time compared to the conventional way of creating an 

investment study? 

Yes. One of the main advantages of the application is significant time savings compared to the 

conventional way of creating an investment study, which often involves manually linking financial 

tables, calculations and documentation. InvestPlanner automates a large part of the process, including 

calculations, linking data and updating financial indicators after each change. This allows for faster 

documentation generating, smoother testing of different scenarios and easier project adaptation in 

the event of changes in market circumstances, costs or other important assumptions. Although it is 

still necessary to define the project well and check the data, the application significantly reduces the 

administrative and technical part of the work. 

 

4. How detailed should I fill in the data? 

As practical and realistic you want the result to be. If you enter generic or surface information, the 

application will give generic results. The more precise the data — especially with markets and finances 

— the more precise the analyses and recommendations will be. The output quality depends directly 

on the quality of your inputs. 

 



 
5. What if I don't have all the necessary data (for example, financial indicators or market data)? 

To use the application, it is not necessary to have all the data fully defined right away. InvestPlanner 

allows for gradual development of the project, meaning you can start working with rough estimates 

and subsequently supplement or adjust them as you obtain more precise information. This way of 

working is especially useful in the early stages of project development, when not all market or financial 

data is yet available. It is important to keep in mind, however, that the quality of the financial analysis 

and the final investment study directly depends on the quality of the data entered, which is why it is 

recommended to replace estimates with more realistic and verified information over time. 

 

6. Can I change the entered data later? 

Yes. All entered data can be edited and adjusted at any time during the development of the investment 

study. The application is developed to support continuous updating and optimisation of the project, 

which is essential because business assumptions, costs, market conditions and financial indicators 

often change during project development. All changes are automatically reflected in the related 

financial tables, analyses and the final document, thus avoiding the need for manual data reconciliation 

and significantly speeding up the process of adapting the investment study to new circumstances. 

 

7. How can I be certain I have filled out all the sections correctly? 

If the data is specific, interconnected, and logical as a whole, you are on the right track. You should be 

able to clearly explain how the project works — who are the customers, how the revenue is generated, 

and what are the costs. If there is inconsistency, the analysis will usually show it through weak or 

inconclusive results. 

 

8. Do I have to fill in all parts to get a result? 

Not necessarily, but the result will be limited if you skip key parts. Financial data and a basic description 

of the project are especially important. The more relevant information you enter, the more complete 

and useful the final result will be. 

 

9. How important is financial data to the project description? 

Both are important, but financial data plays a crucial role in assessing profitability. The project 

description provides context, while the financial data shows whether the idea can work in practice. If 

there is a discrepancy between the story and the numbers, the numbers will usually prevail. 

 



 
10. In what format do I receive the document? 

The document is generated in a standard, professional format (Word document), ready to be shared 

with banks, investors or partners. 

 



 

5. System Administration 

5.1. User Management 

 

Figure 16. InvestPlanner: Investment study an adding new user 

 

5.1.2. Role Capabilities 

Administrator (admin) 

Full system access: user management (create, update, archive, anonymize), promotion/tutoring 

request management, investment study and project management. Menu: Home, Users, Contacts, 

Investment Study, Project Defining, Tools, System Settings. 



 
Mentor (tutor) 

Manages assigned protegees: view protegees list, remove protegees, view protegees' investment 

studies, accept tutoring requests. Menu: Home, Mentors Users, Investment Study, Project Defining, 

Tools, System Settings. 

User (basic) 

Standard access: View own investment studies. Menu: Home, Investment Study, Project Defining, Tools, 

System Settings. 

 

5.1.3. Available Options 

Permission System 

Users are assigned to permission groups that control API route access.  Permission checking is 

performed via stored procedures. 

Mentorship System 

Mentors can accept tutoring requests and manage their protegees. The mentor field links users to their 

assigned mentor. 

User Status 

Users can be managed through status flags: archived (archive visibility), isAnonymised (anonymization 

status), hasAccess (ERP access control).  

 

5.2. Data Backup & Recovery 

The system implements automated daily backups through cron jobs. Backups are performed once per 

day and stored in Hetzner Cloud storage with date-stamped filenames for easy identification and 

retrieval. The backup strategy follows standard business practices with automated rotation policies to 

maintain a rolling history of backups while managing storage space efficiently. This ensures data 

protection and enables point-in-time recovery when needed. 

 

5.3. Security & Access Control 

The system implements multiple security layers to protect user data and prevent unauthorized access. 



 
5.3.1. Password Security 

5.3.1.2. Password Requirements 

Passwords must meet the following criteria: 

• Minimum 8 characters, maximum 10 characters 

• At least one lowercase letter (a-z) 

• At least one uppercase letter (A-Z) 

• At least one digit (0-9) 

• At least one special character from the set: $ @ $ ! % * ? & 

 

5.3.1.2. Password Storage 

Passwords are hashed using bcryptjs before storage in the database. Plain text passwords are never 

stored. Password comparison is performed using secure hash comparison functions. 

 

5.3.1.3. Brute Force Protection 

The system implements brute force protection through the LoginValidator mechanism: 

• IP-based Protection: Maximum 19 failed login attempts per IP address within a 5-minute 

window. Exceeding this limit results in a connection timeout until the 5-minute window expires. 

• User-based Protection: Maximum 4 failed login attempts per username/subdomain 

combination within a 5-minute window. Exceeding this limit blocks the account and requires 

using the forgot password option or waiting until the timeout period expires. 

• Failed Attempt Tracking: All failed login attempts (invalid username or password) are logged in 

the LoginValidator table with IP address, subdomain, and username for security monitoring. 

 

5.3.1.4. Authentication and Token Management 

5.3.1.4.1. JWT Token System 

The system uses JSON Web Tokens (JWT) for authentication: 

• Access Token: Valid for 1 hour (1H), signed with HS512 algorithm. Contains user ID, API key 

information, email, username, and permissions. 



 
• Refresh Token: Valid for 2 hours (2H), signed with HS256 algorithm. Used to obtain new access 

tokens without requiring re-authentication. 

• Token Refresh: Users can refresh their access token using the refresh endpoint without 

providing credentials again. 

5.3.1.4.2. SSL/TLS and HTTPS Configuration 

The system expects HTTPS to be configured in production environments: 

• HTTPS Requirement: All production deployments should use HTTPS for secure communication 

between clients and servers. 

• Email Communication: Email communication uses TLS encryption with: 

- Minimum TLS Version: TLSv1.2 

- TLS Required: requireTLS is enabled 

- Certificate Validation: rejectUnauthorized is enabled to ensure valid SSL certificates 

5.3.1.4.3. Session Management 

Session cookies are configured with: 

• Maximum Age: 24 hours 

• Secure Flag: Enabled in production environments with HTTPS to ensure cookies are only 

transmitted over secure connections 

• HttpOnly: Recommended for production to prevent XSS attacks 

5.3.1.4.4. CORS Configuration 

Cross-Origin Resource Sharing is configured with: 

• All Routes: CORS enabled for all API routes 

• Allowed Origins: Configurable (wildcard in development, should be restricted in production) 

• Allowed Headers: Includes authentication headers (Authorization, accessToken, refreshToken, 

apiKey) 

• Credentials: Currently disabled, can be enabled for specific use cases 

5.3.1.4.5. Access Control 

Permission-based access control is enforced through: 

• Permission Groups: Users are assigned to permission groups that define route-level access 

• Route Visibility: Routes can be scoped to global, user, branch, department, or permission group 

levels 



 
• Access Level: Permissions support 'same' (same organizational level) or 'child' (same and 

subordinate levels) access 

• Policy Enforcement: The hasAccess policy validates user permissions against route 

requirements before allowing access 

 



 

6. Integration & API Usage 

6.1. APIs & Endpoints 

The system exposes a comprehensive RESTful API architecture with multiple service endpoints 

organized through a central routing mechanism. 

6.1.1. API Architecture 

The system follows a microservices architecture where all API requests flow through the Master API, 

which acts as a central router and gateway. The Master API validates requests, checks permissions, and 

routes them to appropriate backend services. 

6.1.2. API Endpoint Structure 

All API endpoints follow the pattern: `/api/:version/:service/:route` 

• Version: API version identifier (currently v1) 

• Service: Target service name (user, company, tera, settings, master) 

• Route: Specific action or resource path 

6.1.3. Main API Services 

• Master API: Authentication, authorization, media management, activity logging, permissions 

• User API: User management, mentor relationships, password operations, promotion and 

tutoring requests 

• Company API: Company, branch, department, cash register management 

• Tera API: Investment studies, projects, financial projections, AI integration 

• Settings API: System-wide configuration and settings 

6.1.4. Data Exchange & Formats 

6.1.4.1. Communication Protocol 

• Protocol: HTTP/HTTPS 

• Data Format: JSON (JavaScript Object Notation) 

• Content-Type: application/json 



 
• Request Methods: GET, POST, PATCH, DELETE, OPTIONS, HEAD 

6.1.4.2. Response Format 

All API responses follow a standardized structure: 

```json 

{ 

  "data": { ... }, 

  "message": "Success message", 

  "error": { ... }  // Only in error cases 

} 

``` 

6.1.5. Database Architecture 

The system utilizes a dual-database architecture: 

• CRM Database (gbCRM): Centralized database for API registry, licenses, API keys, permission 

groups, and CRM-specific data. All APIs register their routes in this database during startup. 

• ERP Database (gbERP): Business data database containing user information, companies, 

investment studies, projects, and all operational data. All ERP services read from and write to 

this database. 

Both databases use MySQL and are accessed through Sails.js ORM with connection pooling and 

transaction support. 

 

6.2. Integration with Third-Party Systems 

6.2.1. Email Service Integration 

The system integrates with SMTP email services for notifications and communications: 

• Protocol: SMTP over TLS 

• Configuration: SMTP host, port, authentication credentials 

• Features: Template-based email generation, variable injection, multi-language support 

• Security: TLS encryption with certificate validation, minimum TLSv1.2 



 
 

6.2.1. AI Connection 

6.2.1.1. LLM RAG Service Integration 

The system implements a sophisticated Retrieval-Augmented Generation (RAG) service integration 

utilizing a multi-tenant, tokenized communication architecture that enforces strict data isolation and 

privacy-preserving mechanisms throughout the entire request lifecycle. 

 

6.2.1.2. Communication Architecture 

The AI service communication employs a hierarchical protocol abstraction layer implementing a secure, 

stateless request orchestration pattern. The system utilizes HTTPS with mutual TLS-like authentication 

mechanisms, where bearer tokens are embedded within query string parameters following OAuth 2.0 

implicit flow principles. The communication stack implements a multi-stage serialization pipeline that 

transforms application-level data structures into normalized JSON-LD compliant payloads, ensuring 

semantic consistency while maintaining structural integrity through schema validation. 

The request architecture incorporates a context-aware prompt engineering framework that 

dynamically constructs retrieval queries through a vectorized embedding space. The system employs 

a controlled vocabulary mapping mechanism that translates domain-specific terminology into generic 

semantic representations, effectively anonymizing proprietary concepts and organizational identifiers 

before transmission. This transformation layer implements differential privacy principles by 

introducing controlled noise injection and k-anonymity constraints on contextual metadata. 

 

6.2.1.3. Request Flow and Data Transformation 

The application initiates AI service interactions through a federated abstraction layer that implements 

a decorator pattern for request preprocessing. The system constructs payloads through a recursive 

object composition strategy, where contextual metadata undergoes semantic normalization through a 

controlled vocabulary ontology. The payload architecture implements a nested containment model 

where retrieval parameters, generation constraints, and response schema definitions are 

encapsulated within hierarchical JSON structures following JSON Schema Draft 7 specifications. 

The communication protocol implements an asynchronous request-response pattern utilizing Node.js 

event-driven I/O with stream-based data processing. The system serializes structured data through a 

custom JSON encoder that applies content-aware compression and encoding strategies, optimizing 

payload size while maintaining semantic fidelity. Transmission occurs over TLS 1.3 encrypted channels 

with perfect forward secrecy, where authentication credentials are transmitted through parameterized 

URL encoding to prevent credential leakage in server-side logs. 



 
The request pipeline incorporates a multi-phase validation framework that performs syntactic 

validation, semantic consistency checks, and privacy compliance verification before payload 

transmission. The system implements a content sanitization layer that applies regex-based pattern 

matching to identify and redact potential personally identifiable information (PII), organizational 

identifiers, and proprietary data markers through configurable transformation rules. 

 

6.2.2. Security and Privacy Model 

Authentication is performed through a multi-factor credential validation mechanism where API keys 

undergo cryptographic hashing through SHA-256 before URL parameter embedding. The system 

implements a zero-trust security model where each request undergoes independent authorization 

verification, with token validation performed through JWT signature verification utilizing HMAC-SHA512 

algorithms. 

The privacy-preserving architecture implements a data minimization strategy where only essential 

contextual information is included in request payloads. The system employs a differential privacy 

framework that introduces calibrated noise into numerical data points, ensuring that individual data 

records cannot be inferred from aggregated responses. The prompt engineering layer implements a 

controlled vocabulary substitution mechanism that replaces domain-specific terminology with generic 

semantic equivalents, effectively anonymizing proprietary concepts and organizational structures. 

The service operates within a network-isolated execution context where outbound connectivity is 

restricted to the AI service endpoint exclusively. The system implements egress filtering through 

firewall rule sets that whitelist only the designated service domain, preventing data exfiltration through 

unauthorized channels. The communication layer incorporates request timeout mechanisms and 

circuit breaker patterns to prevent information leakage through timing-based side-channel attacks. 

 

6.2.2.1. Response Processing and Content Extraction 

The AI service returns structured JSON responses conforming to a predefined schema that implements 

a candidate-based response model. The system processes responses through a multi-stage parsing 

pipeline that performs initial JSON deserialization, schema validation against JSON Schema definitions, 

and recursive object traversal to extract nested content structures. 

The response processing architecture implements a content extraction pipeline that applies recursive 

descent parsing algorithms to navigate nested JSON object hierarchies. The system extracts text 

content through a depth-first traversal strategy, applying content sanitization filters that remove 

potential metadata leakage and formatting artifacts. The extracted content undergoes semantic 

normalization through natural language processing techniques, ensuring consistency with application-

level data models. 



 
The integration implements comprehensive error handling through exception propagation 

mechanisms that capture network-level failures, protocol violations, parsing errors, and service-level 

exceptions. The system applies graceful degradation strategies where partial responses are processed 

when possible, and user feedback mechanisms provide contextual error information while maintaining 

security boundaries. The error handling layer implements retry logic with exponential backoff and jitter 

to prevent request pattern analysis while ensuring service availability. 

 



 

7. Expected Impact 
The development and deployment of InvestPlanner.eu is expected to deliver transformative impact 

across multiple dimensions—business efficiency, economic growth, innovation support, and user 

empowerment. By integrating advanced Artificial Intelligence into the process of developing business 

and investment studies, the solution not only enhances the quality and credibility of 

documentation, but also significantly reduces the time and resources required. 

7.1. Quantitative Benefits 

50–70% Reduction in Time Spent: Automated assistance and AI-driven guidance reduce the time 

needed to draft and finalize investment studies compared to traditional manual methods. 

Up to 40% Lower Error Rates: Intelligent section analysis and AI-assisted reviews minimize 

inconsistencies, miscalculations, and omissions in financial and market projections. 

Increased Investor Engagement: Pilot results indicate a 20–30% higher success rate in securing 

funding when proposals are prepared with the platform, owing to their clarity, reliability, and 

professional presentation. 

Scalability Across Industries: SMEs and start-ups in sectors such as food, metal, electronics, 

automotive, textiles, plastics, and logistics benefit from a standardized yet adaptable framework. 

7.2. Qualitative Benefits 

Enhanced Strategic Decision-Making: KPI analytics and predictive insights allow businesses to make 

data-driven choices, strengthening competitiveness. 

Broader Accessibility: The platform empowers entrepreneurs and SMEs with limited expertise in 

finance to produce professional-grade investment studies without external consultancy costs. 

Trust and Credibility: Professional, AI-verified documentation builds stronger confidence among 

investors, venture capitalists, and financial institutions. 

Knowledge Transfer and Learning: Start-ups, students, and research institutions gain practical 

exposure to structured business planning supported by cutting-edge technology. 

Contribution to Economic Growth: By supporting business creation, expansion, and innovation, the 

solution indirectly fosters job creation and boosts regional and international competitiveness. 

 



 

8. Development Team & Partners 
Specific roles and contribution of each Danube DNA partner involved in the solution development and 

pilot actions. 

 

TERA Tehnopolis d.o.o.: 

• Ana Šarić – project manager, solution development, pilot implementation  

• Birgit Boehning – senior expert, solution development, pilot implementation 

• Željka Ljikar – senior expert, pilot implementation 

• Helena Nikolašević – junior expert, pilot implementation  

 

ORKA d.o.o.: 

• Tomislav Strugačevac – solution developer 

• Ilija Gvozdanović – solution developer 

 

TUM International GmbH: 

• Georgeta Auktor – pilot implementation in Germany 

 

SPECSCOM: 

• Biljana Viduka – external expert provided recommendations for the adaptation and applicability of 

tools for pilot implementation 

 

CONSULT ZEE: 

• Želimir Gusak – external expert for development of a strategic and tactical plan 

 

AMRYT: 

• Iva Sirotić – external expert for developing a strategic framework for market positioning and a 

communication strategy, including the elaboration of a user acquisition model, as well as 

promotional and presentation materials for the InvestPlanner digital application. 


